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Standards Governing Commercial Credit Reporting Companies 

 

Executive Summary: 

The purpose of this document is to outline current standards in commercial credit 
reporting and to make the case for continued self-regulation.    

Commercial credit reporting standards have been developed over decades in 
response to technological developments and market requirements to assess 
commercial trade credit, bank loans and trade finance.  Continuous 
improvements in information quality as well as the development of new and 
better products manifest the vitality of the companies that compete in the 
commercial credit reporting industry. 

Commercial credit reporting serves a vital function in the extension of trade 
credit, which is the largest source of short-term capital for businesses.  While 
direct investment provides the start-up capital for businesses, trade credit 
provides a significant part of the working capital for those businesses.  When a 
business is extended trade credit by a supplier, that supplier essentially becomes 
a short-term lender to that business.  The business uses that short-term loan to 
make payroll, buy other products and services and otherwise invest in the 
business.  Looked at this way, trade credit is often the largest uninsured short-
term asset of a business. 

But granting trade credit can be filled with risks, particularly when dealing with 
new customers or in uncertain times.  Trade credit grantors need accurate, 
reliable and timely information to make informed decisions whether to extend 
trade credit and, if so, how much credit to extend and for how long.  Commercial 
credit reporting companies perform a critical function in the process.  Commercial 
credit reporting companies gather information about the creditworthiness of 
businesses and provide it to trade credit grantors to help them make credit 
decisions.  Trade credit and commercial credit information are intertwined: 
Without commercial credit information, trade creditors would make decisions 
largely on a subjective rather than an objective basis.  This would lead to less 
credit extension and higher default rates, both of which would lead to economic 
losses and stifle growth, for the trade credit grantor in particular, and the 
economy as a whole. 
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Commercial credit reporting is different from consumer credit reporting, in at least 
the following ways: 

1. Commercial reporting companies do not collect “sensitive personal 
information” about individuals. 

2. The size of commercial transactions and their attendant risks are 
significantly larger than in the consumer arena. 

3. The information required to assess the risk of commercial transactions 
generally includes significantly more payment performance and financial 
data than in the consumer context. 

4. In the consumer reporting world, individual privacy is of concern and there 
is a legitimate need for regulations to safeguard information about 
individuals. 

Because of these differences, standards that have been developed that apply to 
consumer bureaus reporting companies to protect individuals should not be 
extended to commercial credit reporting companies.  In fact, the dynamics of the 
commercial credit reporting industry are such that there is little need for 
regulation of companies operating in this industry.  These businesses are 
founded for entirely different purposes.  They have very different customer 
bases.  The information they gather is different.  And how the information is used 
by customers for each business type is different.  

 

Definitions: 

“Credit reporting companies” collect information from various sources (called 
“data furnishers” or “information furnishers”) and provide credit information for a 
variety of uses.  This information typically includes identifying information such as 
name, identification number, address and telephone number, as well as public 
record information (such as lawsuits, liens, judgments and bankruptcy 
information) and third party experiential information (such as borrowing and bill 
paying habits).  Data furnishers are typically creditors, lenders, utilities, debt 
collection agencies and the courts and other public record repositories. 

 

 

http://en.wikipedia.org/wiki/Credit_(finance)
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“Consumer credit reporting companies” (referred to herein as “consumer 
bureaus”) are credit reporting companies that collect information on individuals, 
including sensitive personal information such as Social Security Numbers (in the 
US) and bank account numbers and information.  The compiled information is 
made available on request to customers of the consumer bureau for the 
purposes of credit risk assessment, credit scoring or for other purposes such as 
employment consideration or leasing an apartment.   

Consumer bureau customers include banks and other financial institutions that 
evaluate individuals for credit or insurance for personal, family or household 
purposes or for employment. 

“Commercial credit reporting companies” (referred to herein as “commercial 
reporting companies”) are credit reporting companies that that collect information 
on businesses, including sole proprietorships, partnerships and corporations.  
The compiled information is made available on request to customers of the 
commercial reporting company for the purposes of credit risk assessment, credit 
scoring or for other purposes such as the extension of trade credit.  Commercial 
reporting company customers include banks and other financial institutions that 
evaluate businesses for trade credit or insurance for business purposes. 

 

Commercial Reporting Differs From Consumer Reporting: 

Commercial credit reporting is very different from consumer credit reporting.  
First, commercial reporting companies do not collect “sensitive personal 
information” about individuals.  Instead, commercial credit reporting companies 
gather information about trade credit transactions between business entities.  
The commercial reporting company plays a vital role in maintaining a record of 
how trade credit obligations are met.  Businesses that extend credit to other 
businesses need to know if they are doing business with a company that can 
repay them. 

And where a commercial reporting company does collect information about 
individuals, it is limited to the educational background and work history of the 
individual – information that is no way considered “sensitive personal 
information”. 

 

 

http://en.wikipedia.org/wiki/Credit_risk
http://en.wikipedia.org/wiki/Credit_score
http://en.wikipedia.org/wiki/Credit_risk
http://en.wikipedia.org/wiki/Credit_score
http://en.wikipedia.org/wiki/Credit_score
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Second, the size of commercial transactions and their attendant risks are 
significantly larger than in the consumer arena.  For instance, where consumer 
credit information may be used to evaluate a consumer’s creditworthiness to 
finance one or 2 cars and a house, commercial credit information will often be 
used to evaluate a given business’ ability to finance hundreds of transactions, 
each worth ten or hundreds of thousands of dollars. 

Third, the information required to assess the risk of commercial transactions 
generally includes significantly more payment performance and financial data 
than in the consumer context.  This increases the complexity of risk assessment.  
See Appendix 1 for a schematic that contrasts the relative simplicity of the data 
flows between financial institutions and consumer credit bureaus and the 
multitude of relationships and data flows in the trade credit environment.  The 
blue links show the performance feedback in each environment. 

Fourth, in the consumer reporting world, individual privacy is of significant 
concern; hence the need for regulations requiring information about individuals to 
be safeguarded.  Consumer bureaus, for example, are required to disclose the 
identity of data furnishers as well as the customers to whom they make their 
products available.  But businesses do not have privacy rights and thus in the 
commercial reporting world there are generally no regulations protecting the 
privacy interests of businesses.  So while commercial credit reporting companies 
will provide businesses with access to the information collected about them, they 
will not provide these businesses with the identity of their data sources and data 
recipients.  This helps ensure the continued availability of information for the 
evaluation of trade credit extension.  

The existence of these differences are the reason why legislatures throughout 
the world have consistently chosen not to regulate commercial reporting 
companies, even where they have adopted rigorous regulations that apply to 
consumer bureaus in their countries.  Commercial reporting companies and 
consumer bureaus are founded for different purposes.  They have very different 
customer bases.  The information they gather is different.  And how the 
information is used by their respective customers is different.  And imposing 
regulations designed for consumer reporting companies on commercial reporting 
companies would be ill-advised, as well.   
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Were regulations adopted requiring commercial reporting companies, like 
consumer reporting agencies, to disclose their data sources and the identity of 
their customers, you would likely see data sources dry up to a point where little 
other than public record information would be available to commercial reporting 
company customers.  Because decision-makers would have less information 
available on which to make informed credit decisions, they would likely extend 
less credit, and the credit they would extend would likely be more expensive. 

 

Commercial Reporting Company Data Sources: 

Commercial reporting companies collect information about businesses that they 
then compile into large databases from which they can generate various types of 
reports that their business customers use to make business decisions.  
Commercial reporting companies collect information from several different 
sources: 

1. The business itself:  This is typically done by interviewing the business 
owner or a senior officer of the business over the telephone to obtain 
information about the business, such as its history, the educational and 
business experience of its officers, what the business does, where it 
operates, how many people it employs and its financial condition. 

2. Public records:  Corporate registration details are obtained from official 
repositories (commercial registers -- such as Secretary of State offices in 
the US, Companies House in the UK), while information about lawsuits, 
tax liens, judgments and business bankruptcies are obtained from 
relevant filing venues (e.g., courts). 

3. Other businesses:  Businesses (particularly bank and other financial 
institutions as well as trade creditors) that extend trade to other 
businesses often provide copies of their aged accounts receivables to 
commercial reporting companies. 

See Appendix 2 for more information about the data elements that are collected 
by commercial reporting companies. 
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Commercial Reporting Company Products and Services: 

Commercial reporting companies provide information about businesses to other 
businesses to make business decisions.  The information can be provided in 
various forms and formats, depending on customer requirements.  For example, 
customers may obtain one data element on one business or all of the data the 
commercial credit reporting company has in its files on that business or on 
multiple businesses.  The information can be provided electronically (e.g., email, 
fax, or FTP file transfer) or in hard copy format via the mails. 

Some of the products simply contain the information that has been collected by 
the commercial reporting company.  This information is formatted by the 
commercial reporting company into a standard format for ease of reference by 
the customer.  Examples of reports from BIIA members can be found following 
the specific BIIA attachments. 

Other products provide customers with analytical tools, such as scores, that are 
derived from the information that has been collected by the commercial reporting 
company.  In developing these products, commercial reporting companies 
analyze the data elements in their databases to identify those that are most 
predictive of certain business outcomes, the two most common of which being 
trade delinquency and business failure.  As an example of the latter, one 
commercial reporting company offers a score that predicts the likelihood that a 
company will experience one or more of the following conditions over the 
following 12 months, based on the information in the commercial reporting 
company’s files:  

 Obtaining legal relief from creditors,  
 Ceasing business operations without paying all creditors in full,  
 Voluntarily withdrawing from business operation, leaving unpaid obligations,  
 Going into receivership or reorganization, or  
 Making an arrangement for the benefit of creditors  

While the algorithms used to generate scores are proprietary, they will generally 
take into account the history of the business and its credit and payment history, 
as well as other data elements.  Appendix 3 provides additional background 
information about credit scoring commercial risk.  Examples of the ways in which 
the score is delivered to customers are shown within the specific report samples 
shown following the attachments.  Other customers will contract to receive just 
the score and will process the score through customized decision tools that can 
evaluate hundreds or thousands of credit decisions daily. 
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Commercial Reporting Company Data Collection Processing: 

Given the large amounts of data involved, commercial reporting companies rely 
on a full range of technologies to gather data for their databases.  Information is 
obtained over the telephone, through fax and email, and through FTP file 
transfers over the Internet.  Commercial reporting companies will typically adapt 
their data collection procedures to accommodate the needs of their data 
furnishers. 

In some marketplaces, commercial reporting companies may also engage third 
parties to gather data for their databases or to otherwise provide them with 
services needed to gather, store, process, analyze and distribute information to 
their customers.  Some third parties may be outside the country where the 
commercial reporting company operates.   
 
For instance, one US commercial reporting company uses one third party to 
make data gathering calls from its call centers in Europe and elsewhere, another 
third party to handle its IT development in Asia, another third party to handle its 
data processing in the US and yet another third party in the Middle East to 
develop scoring algorithms for its customers.  Another US commercial reporting 
company announced recently that it is considering outsourcing data functions in 
order to reduce cost.  And in both the US and Europe, most of the credit 
information companies outsource the entry of financial statements.  These 
engagements are heavily negotiated and documented to ensure that the credit 
information company’s interests, in particular its information and reputation, are 
appropriately protected. 

 

Commercial Reporting Company Data Validation Processes: 

Commercial reporting companies employ a range of data validation techniques to 
help ensure that the data they receive from others and subsequently make 
available to their customers is accurate and up-to-date.  Commercial reporting 
companies that publish erroneous information about businesses expose 
themselves to defamation lawsuits from those businesses.  These lawsuits can 
be expensive and time-consuming to defend.  Commercial reporting companies 
found liable for defamation can be held responsible for actual and punitive 
damages as well as attorney’s fees. 
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Commercial reporting companies also risk losing customers if they fail to provide 
information that is accurate and up-to-date.  Customers invest resources with 
commercial reporting companies they believe will serve their information needs.  
Commercial reporting companies are keenly aware of these needs and therefore 
employ significant resources to help ensure that their information is accurate and 
up-to-date. 

 

Commercial Reporting Company Data Security: 

Some regulators express concern that commercial reporting companies, 
especially foreign commercial reporting companies, could harm a country’s 
economy by collecting and publishing “trade secret” or “confidential” information 
belonging to local businesses.  They believe that publication of a business’ 
financial statements or trade experiences showing how that business pays its 
bills could cause harm to that business. 

We understand those concerns, but believe they are largely addressed by laws 
and regulations that already exist in most developed nations.  For example, most 
countries already have in place unfair competition laws that prohibit commercial 
credit reporting companies from obtaining credit information illegally or using 
credit information a third party discloses to it illegally or in violation of the 
confidentiality obligations of the disclosing party. 

Likewise, the laws in most developed countries impose liabilities on commercial 
credit reporting companies where they have defamed the reputation of another 
company.   

While it is important for regulators protect local businesses, it is equally important 
that they foster the ready availability of information about those businesses that 
credit grantors can use to evaluate their creditworthiness.  Trade experiences -- 
the detailed payment information creditors provide commercial reporting 
companies about how their customers pay their bills -- are the single most 
important data element used by credit evaluators to predict how a given business 
will meet its future obligations.  None of the more mature marketplaces (such as 
the US, the UK and Hong Kong) consider trade experiences to be “trade secret” 
or “’confidential” information.  To the contrary, in those countries trade 
experiences are considered the property of the creditor rather than the property 
of the debtor business.   
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Creditors routinely provide commercial reporting companies with trade 
information and commercial reporting companies routinely report that information 
in their products.  As noted above, both creditors and commercial reporting 
companies are well aware that they are at risk of being held liable if the 
information is incorrect and the subject business is harmed. 

Financial statement information, too, is of value to credit evaluators.  Where the 
amount of credit sought is large, credit evaluators will insist on receiving financial 
statements from credit applicants.  Businesses seeking credit that are unwilling to 
provide their financial statement information will generally be unable to obtain 
credit.  And many countries, particularly in Western Europe, require businesses 
to file their financial statements with the government as a condition to receiving 
the privileges (such as limited liability) associated with the corporate form of 
organization.  These publicly-filed financial statements are then made available 
to commercial credit reporting companies, and others, as a routine matter. 

It is important that trade experience and financial statement information be freely 
available to commercial reporting companies for use by their customers around 
the world.  If a particular country were to block the availability of this type of 
information about businesses within its borders, those businesses would be put 
at a decided disadvantage compared to their competitors elsewhere.  Businesses 
on which trade and other financial statement information is available are more 
likely to be granted credit on favorable terms than those businesses on which 
such information is unavailable.  And businesses that have ready access to 
capital are better positioned to expand and thrive than those that do not. 

 

Commercial Reporting Company Information Security: 

The commercial reporting company’s database is its stock-in-trade.  It is the 
trade equivalent of a pharmaceutical manufacturer’s drug formulation or Coca-
Cola’s soft drink recipe.  Commercial reporting companies employ significant 
numbers and types of physical and logical security mechanisms to prevent 
unauthorized access of their databases.  They also impose contractual 
obligations on their customers that limit those customers from providing the 
commercial reporting companies’ information to unauthorized third parties. 
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Commercial Reporting Company Regulation: 

Commercial credit reporting companies are different than consumer bureaus.  
Because consumer bureaus collect information about individuals, regulators 
routinely have to balance protecting individuals’ interests while also creating an 
environment for the extension of credit to foster growth.  Throughout the world, 
governments have found it desirable to regulate consumer credit reporting 
agencies.  [See Credit Bureau Knowledge Guide, published by the International 
Finance Corporation, 2006]  Those regulations seek to protect individuals from 
being over-reached by consumer bureaus.  They also limit the purposes for 
which the consumer information may be used.  The regulations give individuals 
the right to see the information consumer bureaus have about them, the right to 
know the identities of information furnishers, the right to know to whom the 
information is provided and the ability to challenge information that is inaccurate 
or outdated. 

Commercial reporting companies do not collect sensitive personal information.  
Commercial reporting companies collect information about businesses.  Business 
customers rely on this information to evaluate and manage risks, especially the 
extension of trade credit and other forms of short-term financing.  Governments 
do not have the need to protect individuals’ interests in this area since 
commercial reporting agencies focus on collecting information about businesses 
and their dealings with other businesses rather than collecting information about 
individuals. 

Regulations protecting businesses from being over-reached by commercial 
reporting companies are also unnecessary because of the power of market 
forces.  Specifically, as a matter of good business practice, commercial reporting 
companies routinely allow businesses to see the information the companies have 
about them, because this helps ensure that the information in the commercial 
reporting company’s databases is accurate and up-to-date.  For the same 
reason, commercial reporting companies give businesses the ability to challenge 
information they believe is inaccurate or outdated and correct information that is 
demonstrably erroneous.  A representative commercial reporting company policy 
can be found in Appendix 4 

Commercial reporting companies are motivated to do this because their 
customers, who rely on the information to make credit decisions, will only do 
business with reporting companies whose information is believed to be accurate 
and up-to-date.  Commercial reporting companies that do not pay attention to this 
find that their customers leave them and go elsewhere.  In fact, in the business 
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world it is not uncommon for credit grantors to use 2 commercial reporting 
companies in their credit decision-making processes.  This provides the 
customer with the ability to compare and contrast the relative performance of 
each commercial reporting company on virtually a daily basis. 

In addition, most countries permit a business to sue a commercial reporting 
company if it publishes erroneous information.  In United States, for example, 
successful litigants can recover not only their actual damages, but punitive 
damages and legal fees, as well.  These damages and fees can run into the 
millions of dollars. 

Finally, trade organizations representing commercial credit reporting companies 
generally require their members to subscribe to codes of conduct establishing 
behavioral standards protecting the interests of the businesses being reported on 
and the reputations of the commercial reporting companies.  An example of a 
trade association code of conduct can be found in Appendix 5. 

For the foregoing reasons, commercial reporting companies are generally not 
regulated in the countries in which they operate, including the US, the UK and 
other mature credit marketplaces.  Governments there have concluded that 
regulation of the commercial reporting industry is unnecessary both because of 
the lack of interests needing government protection and because market 
pressures motivate commercial reporting companies to work diligently to ensure 
that they provide those customers with information that it is accurate and up-to-
date. 

 

In Summary: 

Governments that are interested in protecting individuals from over-reaching by 
others (including consumer bureaus) do not need to be concerned about 
protecting businesses from over-reaching by commercial reporting companies.  
Market forces, coupled with the risk of litigation, compel commercial reporting 
companies to work hard to ensure that their information is accurate and up-to-
date.  The expectations of customers and the need for commercial reporting 
companies to meet those customers’ needs contribute to an environment that is 
largely disciplined and self-regulating, and that benefits data subjects, data 
suppliers and data users alike.  Regulations are not needed for commercial 
reporting companies to act responsibly in this area. 



 
 
 

 
Business Information Industry Association Asia Pacific – Middle East Limited 

1101 Wilson House, 19-27 Wyndham Street, Central, Hong Kong 
Telephone: +852 2525 6120; Fax: +852 2525 6171; E-mail: info@biia.com; www.biia.com 

Certificate of Incorporation: 979425 

--12-- 

Further, imposing regulations on commercial reporting companies will add to the 
operating costs of these companies, and they, in turn, will charge higher prices to 
their customers.  Some customers may order less information in light of these 
higher prices, which will lead to more subjective credit decision-making.  Other 
customers will try to pass along these higher costs to their customers.  Both 
scenarios are unnecessary and undesirable.  Commercial reporting companies 
make up an essential industry that facilitates economic expansion and any 
regulation that impedes its functioning will undermine the growth of the markets 
in which they operate. 
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Appendix 1 
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Appendix 2 

 

CREDIT REPORTING STANDARDS (Example) 
 
Data Elements generally required in a standard credit report 
 

1. CREDIT REPORT HEADER  The focus here is to provide an overview of the subject 
company also known as the Executive Summary 

a. Company Name 

b. Chief Executive Officer 
c. Company Status 
d. Parent Company 

e. Trading Styles 
f. Name Changes 
g. Net Worth 

h. Sales Credit Rating 

i. Start Date 

j. Control Date 

k. History Synopsis 
l. Public Record Filings 
m. Line of Business 
n. Suits, Liens or Registered Charges 
o.  Employees 
p. Business Address 
q. SIC Code 

r. Import/Exports Flag 

s. Delinquency Score Synopsis 
t. Failure or Default Score Synopsis 

 
2. TRADE REFERENCES: The information in this section is obtained from third parties that 

have in the recent past extended credit to the applicant, or, from public sources that report 
the credit performance of the applicant. The data relating to the manner in which a firm 
meets its trade credit obligations is the foundation for most commercial credit reporting 
systems. 

a. Detailed Trade References or Survey Result 
b. Number of Credit Accounts 
c. Trade Supplier Names 
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3. PUBLIC RECORD FILINGS 
a. Court Actions 
b. Collections 
c. Suits, Liens and Registered Charges 
d. Bankruptcies 

 

4. FINANCE SECTION: Firms in virtually every country are required to submit financial 
statements on a regular basis. However, the scope, frequency, and quality of the reported 
information vary substantially from one country to the next. Often, the reporting 
requirements for smaller firms are less stringent than for larger firms. The information from 
the smaller firms is usually self reported, with little or no auditing done to assure the validity 
of the reported data. Nonetheless, the financial information is a valuable component of a 
credit report and credit scoring system. The types of data elements associated with this 
section generally include:‐ 

a. Balance Sheet and Profit and Loss Headings 
b.  Company versus Consolidated Financial Statements 
c. Flagging of Comparatives 
d. Age of Financial Statements 
e. Corporations Law Classifications 
f. Reasons for Lodging Accounts 

 
5. Credit SCORES: There are generally two types of Scores being Delinquency Scores and 

Failure or Default Scores.  
a. Delinquency Score Predicts the likelihood that a firm will become ‘severely’ 

delinquent in paying its bills (usually within the next 90 days) 
b. Failure or Default Score Predicts the likelihood that a firm will declare insolvent 

(obtain legal relief from creditors) or cease operations with loss to creditors (usually 
within 12 months) 

 
6. CURRENT INVESTIGATION: This section provides the application company with a right 

of reply to the data held by the credit reporting company. Areas covered in this section 
includes: 

a. Significant Items that have impacted the Risk and/or Delinquency Scores 
b. Media Research 

c. Comments by the Company CFO 

d. Comments in Relation to the Financial Statements 
e. General Interview Result 
f. Where Interview has been declined, the reason for same is provided 
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7. BANKING FACILITIES 

a. Bank name and address 
b. Overdraft details and/or other facilities 
c. Type of bank 

 
8. HISTORY: The complete registration details are included in this section together with a 

chronology of the applicant’s history starting from the date of origin. The types of data 
elements that have proven useful in this section include: 

a. Corporate Structure 

b. Branch of a Foreign Company 

c. Company Name changes 
d. Limited by guarantee 

e. Shareholding 

f. Incorporation/registration details 
g. Parent 
h. Ultimate Parent 
i. Shareholding companies 
j. Affiliate companies 
k. Part of a large group 

l. Directors Antecedents 
 

9. LEGAL STRUCTURE: Full details regarding the corporate structure of the applicant firm 
is included in this section. This data is obtained directly from the appropriate legal authority 
e.g. the Companies Office in the UK or the Australian Securities and Investment Commission 
(ASIC) for Australia for example. 
 

10. EXECUTIVES:  Any Changes or when the names of the Directors differ from that shown at 
the appropriate legal authority, list those changes in this section of the report 
 

a. The Chief Executive Officer 
b. Common Directorship/s 
c. 7 Year Antecedents (where relevant) 
d. Other Personnel or Key Management 
e. Representation on other Boards 
f. Adverse information on Directors 
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11. OPERATIONS:  This section outlines the primary line of business including details around 

core activities, geographic distribution and if significant diversification, a percentage 
breakdown for each area is to be noted. 

a. Operations 
b. Location 

 
12. CORPORATE FAMILY TREE 

a. Ultimate Parent Company 

b. Parent Company 

c. Subsidiaries/ Affiliates 
d. Trading Styles 
e. Branch Addresses 
f. DUNS numbers 
g. Unique Specific Country Identifier 
h. Corporate Linkage displayed as a Family Tree 

 
13. ANNUAL REPORTS:  This area relates to Publicly Listed Companies. The Annual Report 

usually contains a review of the performance of the current year. Relevant information 
including acquisitions, divestitures and restructuring details are selected for their value and 
included in this area of the report. 

a. Balance Sheet and Profit and Loss Statements 
b. Inter‐Company Transactions 
c. Shareholding information 

 
 

Comprehensiveness of reporting is conditioned upon a number of factors: 

1. The size of the company – for example small companies do not publish financial 

statements 

2. The availability of comprehensive public sector information (from courts; business 

registers etc.);  

3. A mandatory requirement to disclose financial statements (based on local laws and 

regulations) 

4. The general attitude of the business community towards voluntary disclosure (suppliers 

to share trade information) and the subject of the credit reports willingness to provide 

information 
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Appendix 3 

 

 

[insert D&B US BIR and D&B Australia report] 
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CREDIT SCORING OF COMMERCIAL CREDIT RISK 
Data Requirements for Scoring Systems 
 

Types of Scoring Systems: 

The focus here is on broadly applicable scoring systems used to evaluate credit risk in 
small and medium-sized business enterprises (SME).  Depending on the way in which 
the scores are to be used, there are many different types of scores that can be 
developed and applied.  Some are quite generic and can be applied to a variety of 
situations while others are very tightly focused on specific markets or even on individual 
credit grantors.  There are two principal types of broadly applicable business credit 
scores: 

 Delinquency Scores:  predicting the likelihood that a firm will become 
“severely” delinquent in paying its bills (usually within the next 12 months). 

 Failure or Default Scores:  predicting the likelihood that a firm will declare 
bankruptcy (obtain legal relief from creditors) or cease operations with loss to 
creditors (usually within 12 to 24 months). 

In practice, whether one is trying to predict delinquency or default, the type of 
information used in either type of score is very similar.  The statistical techniques used 
to develop the scores will, of course, assign different weights to the individual data 
elements but the list of elements will be very similar for both types of scores. 

Data Elements Used in Scoring 

The goal in developing credit scoring systems is to draw on every relevant source of 
information that is available.  From experience, the major types of information that have 
proven useful in a wide variety of scoring applications and across many different 
countries fall into three broad categories: 

 Business Demographic Information:  describing the type of business and 
the history of the business operations. 

 Credit and Payment History:  the firm’s record in paying its bills in a timely 
fashion and meeting its credit obligations. 

 Financial Information:  the information reported in the firm’s financial 
statements. 
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Business Demographic Information:  There is enormous variability in the types of 
business “demographics” and history information that is available in different countries.  
The types of information that have proven to be useful include elements such as: 

 Industry 

 Line of Business 

 Years in business 

 Location 

 Organizational form 

 Sales 

 Number of employees 

 Growth trends 

 Management history 

 

Credit and Payment History:  As will be discussed below, this is the most valuable 
source of information for developing reliable, predictive credit scores.  The information 
is obtained not from a credit applicant but from third party sources that have in the 
recent past extended credit to the applicant, or, from public sources that report the 
credit performance of the applicant.  A particularly important source of information is 
from firms that, in the normal course of business, have extended so-called  “trade 
credit” to the applicant.  The data relating to the manner in which a firm pays off its 
trade credit obligations is the foundation for most of the effective business credit 
scoring systems.  The types of data elements that have proven useful include: 

 Payment promptness: 30 days late, 60 days late, over 90 days late, etc. 

 Frequency of delinquency 

 Placed for collection 

 Bad debt, write-off 

 Suits, liens, and judgments 

 Previous bankruptcies 
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Financial Information:  Firms in virtually every country are required to submit financial 
statements on a regular basis to report the financial information relevant to the firm’s 
operations.  However, the scope, frequency, and quality of the reported information 
varies substantially from one country to the next.  Often, the reporting requirements for 
smaller firms are less stringent than for larger firms.  The information from the smaller 
firms is usually self-reported, with little or no auditing done to assure the validity of the 
reported data.  In all cases, for large firms as well as for smaller ones, there is a 
substantial time lag before the financial statement information becomes available.  It is 
not uncommon to find that 6 to 12 months have passed before the financial information 
is available for scoring purposes. This limits the usefulness of the financial data, 
particularly when economic conditions are changing rapidly.  Nonetheless, the financial 
information is a valuable component of a credit scoring system and the types of data 
elements that have proven to be useful include: 

 Net worth 

 Profits 

 Cash flow 

 Return on assets 

 Quick ratio 

 Current ratio 

 Total assets and liabilities 

 Working capital 

 Equity to assets ratio 

 Receivables/payables 

 Debt ratio 

 Age of most recent financial statement 

 

Role of Payment Information in Credit Scoring Systems 

Payment information is generally the most effective and broadly available type of 
information that provides the foundation for modern credit scoring systems.  Some of 
the key characteristics that make this such a valuable source of information include the 
following: 
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 Timely:  Payment information is much more timely than that from more 
traditional sources, such as financial statements. 

 Objective:  Payment information comes from vendors/creditors rather than 
from the applicant/borrower. 

 Early indicator:  When a business or a consumer is experiencing financial 
difficulties, slow payments tend to show up much sooner than formal defaults, 
foreclosures, etc. 

 Predictive:  Payment history data has, throughout the world, consistently been 
proven statistically to be predictive of future performance.  In fact, it has 
generally been shown to be the single most valuable source of information for 
credit decisions dealing with consumers or small and medium-sized 
enterprises. 

 Broad applicability:  Payment information is useful in assessing the risk not 
just of delinquency but of a wide range of other risks as well, including the risk 
of default, bankruptcy, etc. 

To be effective, payment information has to be shared, integrated, and made readily 
accessible.  Everyone benefits from being able to distinguish good risks from bad risks 
and from being able to identify frauds.  The only way to achieve this mutually beneficial 
goal is by a group of credit grantors agreeing to share information in an equitable way.  
To achieve sufficiently broad coverage, the participants sharing information have to 
encompass a reasonable large share of the economic entities in the economy. 

The shared information then has to be brought together into a repository where a 
comprehensive credit history can be compiled for each individual or business included.  
Each individual piece of data first has to be properly linked to the appropriate record for 
a specific business or consumer.  The data then has to be cleansed to standardize the 
format, correct errors, and resolve inconsistencies.  Finally, a delivery or 
communication system has to be constructed to make the pooled information readily 
accessible to the participating firms as they make their credit decisions.  In today’s fast-
paced world, real-time access to the data is essential. 

Courtesy of Dr. David T. Kresge   November 1, 2009 
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Dr. David T. Kresge is founder and CEO of Emerson Global Consulting, LLC 
(EGC), a company providing strategic risk management consulting services to 
banks, financial institutions, and other companies extending credit to businesses.  
EGC specializes in the design of risk management systems to automate the 
process of granting credit to businesses and then managing the resulting 
loan/credit portfolios, using advanced analytical risk rating techniques.  Through 
EGC, Dr. Kresge provides clients with the content expertise, real-world 
experience, and consulting support to design and implement effective 
state-of-the-art loan management systems.  

Dr. Kresge had previously served as Senior Vice President and Chief Economist of 
the Dun & Bradstreet Corporation.  He had global responsibility for the 
development and implementation of business credit scoring; and built and 
managed an organization with world-class professional capabilities in credit 
scoring, risk management, and predictive marketing techniques.  Dr. Kresge 
initiated and successfully introduced an array of global analytical products and 
business decision systems that generated significant, high-growth revenue 
streams.  Dr. Kresge worked extensively as a consultant to senior management in 
major financial institutions and other companies throughout the world in the areas 
of risk management, marketing, and economics.  As Chief Economist, he was 
responsible for the analysis and dissemination of information on U.S. business 
conditions.  

Dr. Kresge also held the position of Chief of Information Strategy at PrimeStreet, 
an e-commerce company providing infrastructure enabling financial institutions to 
offer small businesses online access to credit and point-of-sale financing.  He 
designed advanced web-based credit decisioning systems and managed the 
teams providing decision consulting services to financial institutions.  He also 
analyzed market trends in the e-commerce arena and communicated his 
assessments of these trends to industry groups, the business press, and the 
media.  

Previously, Dr. Kresge was at Harvard University, where he served on the faculty 
of the Economics Department and the John F. Kennedy School of Government.  
He also held the position of Director of the Harvard-M.I.T. Joint Center for Urban 
Studies, an institution doing research in the fields of housing, financial markets, 
demographics, and economic development.  He was on the faculty and directed 
the Doctoral Program at New York University Graduate School of Business 
Administration.  Dr. Kresge also served as Senior Economist with the U.S. 
Government Council of Economic Advisers, specializing in the area of monetary 
policy and forecasting.  
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Throughout his career, Dr. Kresge has been a frequent speaker on trends in the 
financial services industry, the outlook for general economic conditions, economic 
development strategies and issues, and the evolving role of e-commerce and the 
Internet.  In addition to speaking at business, economic, and government 
conferences, he has appeared on CNNfn, MSNBC, Wall Street Journal Radio, and 
other broadcast and print media.  He has published in the fields of finance, 
transportation, energy, and regional development.  

His undergraduate degree is from the Massachusetts Institute of Technology 
(M.I.T.) and his Ph.D. is from Harvard University.  
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Example of a Member Company Privacy Policy 

 

 
About Dun & Bradstreet 

Since 1841, Dun & Bradstreet (D&B) has collected information about businesses to 
deliver products and services that assist our customers in making critical commercial 
decisions. This privacy policy explains how we collect, use, manage, share and protect 
business information, including business professional and business contact data. Please 
read this notice carefully to understand our information collection and management 
practices. 

D&B is the world’s leading source of commercial information and insight, enabling 
companies to Decide with Confidence® since 1841. D&B’s global commercial database 
contains more than 150 million business records, which we compile through a wide 
variety of commercial partners and public sources. Our database is enhanced by D&B’s 
proprietary DUNSRight® quality assurance process, which provides our customers with 
timely and reliable business information. This quality information serves as the 
foundation of our global solutions that customers rely upon to make critical business 
decisions. 

D&B provides strategic solutions that meet a diverse set of global customer needs. 
Customers use D&B Risk Management Solutions to mitigate credit risk, increase cash 
flow and drive increased profitability. Customers use D&B Supply Management 
Solutions to more effectively manage their suppliers and service providers. Customers 
use D&B Sales & Marketing Solutions to strengthen their marketing initiatives and 
increase revenue from new and existing customers. Customers use D&B Internet 
Solutions to more effectively drive their business in the Information Age and to convert 
prospects into customers faster by enabling businesses and business professionals to 
research companies, executives and industries. 

D&B considers itself to be a steward of the information that we collect, manage and 
provide. It is our responsibility to safeguard the information within our care and we are 
committed to managing our data in a secure and responsible manner. We provide 
products and services based on information about millions of businesses worldwide. Our 
information management practices are guided by our Global Privacy Principles, which 
serve as the foundation of our data management policies and practices. These 
Principles commit us to the following tenets: 
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Notice: D&B informs users and customers how we collect, use, manage and share 
information. 

Data Quality: D&B employs substantive measures to produce high-quality, timely and 
reliable data, including direct contact with businesses and quality assurance procedures 
during data collection and processing. 

Use & Disclosure: D&B uses and discloses data in accordance with defined policies 
that respect a business's and business professional’s choice to restrict the marketing 
use of their contact information. 

Access & Correction: D&B provides businesses and business professionals with 
access to their business information within the D&B databases and with an opportunity 
to correct verified inaccuracies. 

Data Security: D&B applies appropriate technical, physical and administrative data 
security measures to protect data against unauthorized access and disclosure. 

Accountability: D&B seeks to adhere to its Global Privacy Principles through ongoing 
compliance, training, documentation, assessment and dispute resolution initiatives. 

D&B delivers products and services through the Internet more effectively and efficiently 
than ever before. As the world’s leading provider of business information, our products 
and services serve to enable and enhance international commerce. Our global business 
customer needs continue to evolve, as do public expectations about Data Privacy and 
the technology that we employ to provide our products and services. Our approach to 
information management and Data Privacy enables us to adapt and respond to these 
changes while remaining committed to our Principles. The free flow of information must 
be fairly balanced against privacy and data protection interests, and D&B is committed to 
employing such a balance. 

This online privacy notice describes the Data Privacy practices that are applicable to the 
following U.S. D&B websites: http://www.dnb.com/US/index.asp, 
https://sso.dnbi.com/cas/login, http://www.dnbisolutions.com/ and 
http://www.zapdata.com/.These sites may provide links to other U.S. D&B websites, 
non-U.S. D&B websites and non-D&B websites that may employ different information 
management practices. We encourage you to carefully read the online privacy notices of 
these other websites to ensure that you understand their practices and the relevant 
distinctions. 

 

http://www.dnb.com/US/index.asp
https://sso.dnbi.com/cas/login
http://www.dnbisolutions.com/
http://www.zapdata.com/
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What Information Do We Collect? 

D&B collects information on businesses and business professionals. We collect 
identifiable business information from website visitors when they decide to apply for a 
D&B D-U-N-S® Number, register for a newsletter or e-mail alert, complete a survey, or 
purchase a product or service online. We also collect information offline from business 
owners and principals, from businesses’ creditors, vendors and suppliers, and from 
public records such as business registrations, Uniform Commercial Code filings and 
bankruptcy filings. The business information that we collect includes the following: 

 Company and business professional contact information, including name, title, 
address, phone number, fax number and e-mail address;  

 Detailed company profiles and statistics, including number of employees;  
 Background information regarding company management, such as the 

educational and career histories of company principals;  
 Company operational histories, including territories, subsidiaries, affiliates and 

lines of business;  
 Detailed trade and business credit information, including payment histories and 

patterns;  
 Summary business information regarding profitability, debts, assets, net worth 

and business relationships;  
 Business professional data as it relates to their professional lives, such as name, 

company, title, business contact information and trade associations; and  
 Credit/debit card information in order to process certain customer payments.  

We also collect information about website visitors indirectly through standard web logs, 
such as IP addresses, browser types (e.g. Internet Explorer), areas of the website that 
are visited and the website from which a visitor came. We routinely use this web log 
information in the aggregate in order to administer and improve our website. While some 
of this data may be traceable to an individual, we only seek to identify individuals whom 
we believe are using our website for improper purposes. 

How Do We Use and Share Information? 

D&B uses the identifiable business and business professional information that we 
collect to offer customers a variety of business information products and services 
for use in making business credit, risk management, supplier and marketing 
decisions. D&B also licenses business lists to authorized resellers and third party 
businesses for marketing purposes. Being listed in D&B’s global company 
database and Professional Contacts directories offers benefits to businesses and 
business professionals, including identification and recognition in the 
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marketplace and the prospect of beneficial commercial opportunities and 
partnerships. 

D&B shares information with third party service providers, such as credit card 
processors, auditors, attorneys, consultants and contractors, in order to support D&B’s 
Internet websites and business operations. D&B contractually requires that these 
recipients only use the information for the intended purpose of the disclosure and that 
they destroy or return the information when it is no longer needed. When necessary or 
appropriate, we may disclose information in response to a court order, subpoena, law 
enforcement proceeding, regulatory inquiry or when otherwise legally required. We may 
also disclose information as required or appropriate in order to protect our website, 
business operations or legal rights, or in connection with a sale or merger involving D&B 
assets or businesses. 

From time to time, D&B compiles online and offline transaction and registration 
information for internal analyses, such as market research, quality assurance, customer 
experience and operational benchmarking initiatives. 

You Have Choices 

D&B respects your privacy preferences and offers the following ways through which you 
may control how we contact you and disclose your information. We will honor your 
requests accordingly. 

D&B E-mail Marketing: We provide individuals with the opportunity to opt out of receiving 
D&B promotional e-mails and updates about new D&B products and services. We may 
continue to send you transactional or service-related e-mails despite your desire to not 
receive promotional or marketing e-mail messages. 

D&B Telemarketing: We provide businesses with the opportunity to place themselves on 
our company’s internal Do Not Call list should they no longer wish to receive 
telemarketing calls from us. We may continue to call you for transactional or service-
related purposes despite your desire to not receive telemarketing calls. 

D&B Direct Mail Marketing: We provide businesses with the opportunity to place 
themselves on our company’s internal Do Not Mail list should they no longer wish to 
receive marketing or promotional mailers. We may continue to send you transactional or 
service-related correspondence despite your desire to not receive marketing mailers. 

Third Party Marketing: Individuals whose business contact information we have in our 
database may request to be excluded from business lists that D&B licenses for 
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marketing purposes. An individual who wishes to be removed from our marketing list 
sales may request to be "de-listed" either in writing or by calling D&B Customer Service, 
resulting in that individual’s business contact record removal from our marketing 
directories, publications and mailing lists. For additional information or to request 
removal, please contact D&B Customer Service at 1-800-234-3867 or send an e-mail to 
customerservice@dnb.com. While we may remove your individual business contact 
information from our Professional Contacts directories and marketing lists, please be 
aware that we will continue to provide your company's contact information in our 
Business Information Reports and other products and services. 

Website Use Information: You have additional choices regarding website use information 
that our third party advertisers and partners may collect or receive through the 
employment of cookies, web beacons, pixel tags, clear GIF’s and other similar media. 
Please see the "Third Party Advertisers" section below for more information. 

Access and Correction 

To help ensure data quality and accuracy, D&B provides businesses and business 
professionals with access to their business information within the D&B databases and 
with an opportunity to correct verified inaccuracies. Authorized business representatives 
may request a complimentary copy of their company’s business report by calling D&B 
Customer Service at  
1-800-234-3867. When a business owner or principal contacts D&B about a potential 
data error, we promptly investigate the issue, confirm the information in question, correct 
verified inaccuracies and respond to the original inquiry. In such a case, D&B may apply 
a "stop distribution" order regarding the relevant business report, as well as ancillary 
products that may be affected by the verified inaccuracy, until the matter is properly 
resolved. When the investigation is complete, D&B will also send a correction notice to 
businesses or others whom D&B knows to have received the inaccurate data, as 
appropriate. 

If you have a question regarding D&B’s products, services or information management 
practices, if you would like to contact us or if you would like to provide us with your 
valued feedback, please visit the D&B Customer Service center for additional 
information. 

Cookies, Web Beacons, Pixel Tags and GIF’s 

We design the layout and features of our website so that new visitors may anonymously 
learn about our products and services without revealing their identities. For new visitors, 
we use cookies or Web beacons to collect limited data, such as the date, time and areas 

mailto:customerservice@dnb.com
http://www.dnb.com/us/customer_service/index.html


 
 
 

 
Business Information Industry Association Asia Pacific – Middle East Limited 

1101 Wilson House, 19-27 Wyndham Street, Central, Hong Kong 
Telephone: +852 2525 6120; Fax: +852 2525 6171; E-mail: info@biia.com; www.biia.com 

Certificate of Incorporation: 979425 

--30-- 

of our website that are visited, as well as the website from which the new visitor came. 
When you select one of our products or services, register for a newsletter or e-mail alert, 
or complete a survey, we may try to identify your browser and we may combine 
information from cookies, Web beacons and other information collected online with other 
data that we maintain about you. By improving the features, marketing and content of 
our website and by making your online experience more convenient and meaningful, we 
are able to better serve our customers' needs. 

A cookie is a small text file that is stored on your computer's hard drive and that often 
includes an anonymous unique identifier. When you visit a website, that website’s 
computer asks your computer for permission to store this text file in a section of your 
hard drive that is specifically designated for cookies. Each website can send its own 
cookie to your browser if your browser’s preferences allow it. Your browser will only 
permit a website to access the cookies that it has previously sent to you and not the 
cookies sent to you by other websites. Some of our business partners, such as third 
party advertisers, use cookies that originate from their websites. We have no access to, 
or control over, these cookies. For more information, please see the "Third Party 
Advertisers" section below. We use cookies to store login or other information on your 
computer, which serves to improve our website functionality and tailor our services to 
your preferences and interests. For certain services, we offer users the ability to store a 
user ID or password within a cookie so that they do not need to re-enter it when they 
subsequently return to our website. Cookies, in conjunction with our Web server’s log 
files, allow us to calculate the aggregate number of people visiting our website and to 
assess which parts of the site are most popular. This information helps us to constantly 
improve our website and better serve our customers. We do not store credit/debit card 
numbers in cookies. Most Internet browsers allow users to decide whether to accept 
cookies and how long to keep them on their hard drive. You may reset your browser to 
refuse cookies and still use our website, although website access and functionality may 
be slower and less convenient. 

A Web beacon is a graphic image, such as a pixel tag or clear GIF, which is placed on a 
Web page or in an e-mail message to monitor user activity, such as whether the Web 
page or e-mail message is accessed or clicked. They are often invisible because they 
are very small in size. They are also used on many Web pages for alignment purposes. 
We sometimes use Web beacons to provide an independent accounting of how many 
people visit our website or to gather statistics about browser usage on our website. 
Some of our Web pages and HTML-formatted e-mail newsletters use Web beacons in 
conjunction with cookies. It is difficult for you to limit the use of Web beacons because 
there is no easy way to distinguish their use from alignment and other purposes. Web 
beacons may also be loaded from a different Web server than the rest of the page. 
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We use third party advertising companies to serve ads when you visit our website. In the 
course of serving advertisements, our third party advertisers and partners may place or 
recognize a unique cookie on your browser. These companies may use information 
about your visits to D&B and other websites in order to provide advertisements on this 
site and other sites about goods and services that may be of interest to you. These third 
party partners monitor how guests use our website and determine which of our online 
features they prefer. We may report information to our partners about our customers and 
the products and services they order, as well as aggregated, non-identifiable information 
about our guests' use of our website. For more information, please see the "Third Party 
Advertisers" section below. 

Third Party Advertisers 

We use third party advertising companies to serve our Internet ad banners on our 
website and other websites on which we advertise. If you view a Web page where our 
ads appear, the advertising company may place a cookie on your computer or use a 
Web beacon to access a cookie that they previously placed on your computer. These 
companies do not collect information that can personally identify you, but they may use 
information about your visits to our website and other websites to measure the 
effectiveness of ads. We do not disclose any personally identifiable information to these 
companies. We share aggregate website usage information with third party advertisers 
and partners for the purpose of effectively targeting our online advertisements. Unless 
you are previously notified, these advertising companies do not link any online behavior 
or cookies with other information that can be used to personally identify you, such as 
your name, address, telephone number or e-mail address, when working with D&B. 

These third party advertising networks also track visitors’ online usage and behavior 
patterns. These companies may use information about your visits to D&B and other 
websites in order to provide advertisements on this site and other sites about goods and 
services that may be of interest to you. The result of these efforts is the creation of an 
online profile that attempts to predict individual user interests, preferences and 
purchasing habits. The third party advertising networks then accordingly customize the 
advertising content served to users when visiting other websites. 

The Network Advertising Initiative (NAI) is a self-regulatory cooperative of online 
marketing and analytics companies. The NAI provides educational content and opt-out 
tools to help Internet users learn about and address online behavioral marketing 
practices. Through the NAI’s online options, you may opt out of particular NAI network 
members’ behavioral advertising programs or you may opt out of all NAI network 
members’ programs. Opting out will prevent the given network from which you opted out 
from using your Web preferences and usage patterns to deliver targeted online ads. The 
NAI opt-out only works with participating third party advertising networks that use 
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cookies and Web beacons to execute their advertising initiatives. If you would like 
additional information about online behavioral marketing and your options regarding 
these standard Internet practices, please visit the NAI website. 

Data Security 

D&B maintains adequate data security measures to protect information against 
unauthorized access and disclosure. These measures include the implementation of 
commercially reasonable technical, physical and administrative data security 
safeguards. D&B requires employees to complete appropriate training on data 
management and security practices. D&B also manages a service provider due diligence 
and oversight program to ensure that our vendors likewise employ adequate data 
collection, processing, transfer, management and security measures in carrying out their 
services on our behalf. 

There is no such thing as "guaranteed security", whether conducting business online or 
offline. Having established this fact, D&B employs commercially reasonable and 
appropriate data security safeguards that are consistent with our business operations 
and generally accepted industry standards. 

Data security is our priority and we commit ourselves to safeguarding our customers’ 
data. We do this by: 

 Establishing policies and procedures for securely managing information;  
 Limiting employee access to sensitive information;  
 Protecting against unauthorized access to customer data by using data 

encryption, authentication and virus detection technology, as required;  
 Requiring service providers with whom we do business to comply with relevant 

Data Privacy legal and regulatory requirements;  
 Monitoring our websites through recognized online privacy and security 

organizations;  
 Conducting background checks on employees and providing Data Privacy 

training to our team members; and  
 Continually assessing our Data Privacy, information management and data 

security practices.  

Changes to D&B's Data Privacy Practices 

If we make material changes to our information management and Data Privacy 
practices, we will post these changes on our website in order to keep you informed of 
how we collect, use, manage, disclose and protect our information assets. Such 

http://www.networkadvertising.org/index.asp
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changes will be posted in this section of our online privacy notice and the policy effective 
date will be updated accordingly. 

Your Use of Our Website Is Consent 

By using our website, you hereby consent to our collection, use, management, retention 
and disclosure of your information as described in this notice. 

EU Privacy Safe Harbor Framework 

We participate in the EU Privacy Safe Harbor Framework as established by the U.S. 
Department of Commerce and as it relates to the transfer of personal data from the 
European Union to the United States. As part of our participation in the EU Privacy Safe 
Harbor Framework, we have partnered with TRUSTe in order to address and resolve 
potential disputes regarding our compliance with the Safe Harbor Framework. 

This dispute resolution program covers both offline data collection (e.g. personal 
information collected through our call centers or via postal mail) and online data 
collection (e.g. personal information collected via the Internet). If you have any 
complaints regarding our compliance with relevant aspects of the EU Privacy Safe 
Harbor Framework, you should first contact us at: 

Privacy Office 
D&B 
103 JFK Parkway 
Short Hills, NJ 07078 

-or- 

privacyofficer@dnb.com 

Please allow at least 10 business days for us to respond to your complaint. 

If you are unable to resolve your complaint by contacting us directly, you may submit 
your complaint to TRUSTe. You may reach TRUSTe via the Internet by completing the 
TRUSTe Watchdog Dispute Resolution Form, by faxing TRUSTe Watchdog Dispute 
Resolution at 415-520-3420 or by postal mail at: 

TRUSTe Watchdog Dispute Resolution 
55 2nd Street, 2nd Floor 
San Francisco, CA U.S.A. 94105 

mailto:privacyofficer@dnb.com
http://watchdog.truste.com/pvr.php?page=complaint&url=
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If you are submitting a complaint to TRUSTe regarding our collection or management of 
EU personal data, you must include the following information in your submission: our 
company name; the nature of the alleged Data Privacy violation, including details about 
how your data was collected and what causes you to believe that a violation occurred; 
the resolution you are requesting; your contact information; and whether you give 
permission to TRUSTe to share the details of your complaint, including your name, with 
us. For additional information about TRUSTe and/or TRUSTe's dispute resolution 
process, please visit TRUSTe Watchdog Dispute Resolution or request this information 
from TRUSTe by using any of the contact options listed above. 

Contact D&B 

For questions or complaints regarding D&B’s Data Privacy practices, please visit the 
D&B Customer Service center or call  
1-800-234-3867. We will do our best to resolve any complaints or issues as quickly as 
possible. 

For more information regarding this online privacy notice, please contact: 

Privacy Officer 
D&B 
103 JFK Parkway 
Short Hills, NJ 07078 
privacyofficer@dnb.com  

This online privacy notice is applicable to the following U.S. D&B websites: 
http://www.dnb.com/US/index.asp, https://sso.dnbi.com/cas/login, 
http://www.dnbisolutions.com/ and http://www.zapdata.com/. Other U.S. and non-U.S. 
D&B websites have different online privacy notices and information management 
practices. 

Privacy Policy Effective Date: November 2, 2009 

© Dun & Bradstreet, Inc., 2009. All rights reserved. 

 

 

http://watchdog.truste.com/pvr.php?page=complaint&url=
http://www.dnb.com/us/customer_service/index.html
mailto:privacyofficer@dnb.com
http://www.dnb.com/US/index.asp
https://sso.dnbi.com/cas/login
http://www.dnbisolutions.com/
http://www.zapdata.com/
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Appendix 5 

BIIA Industry Code of Conduct 

 

PRINCIPLES 

BIIA members are business information agencies. As such we are neutral suppliers of 
information. We support the financial, economic and commercial decisions made by 
industry, insurance, trade and commerce, credit businesses etc, about companies and 
other businesses. (Some BIIA members supply information on private individuals). 

We promote and support the industry by providing information for business decisions. 
The information is collected to create or update a record which is in turn disclosed to 
subscribers of business information agencies. 

We recognise the importance of our activities with regard to the basic rights of the data 
subject concerned on informational self-determination. We collect and use such data 
fairly and lawfully in accordance with the relevant data protection and privacy laws. 

In particular, we take all reasonable steps to ensure that such data is accurate and, 
where necessary, kept up to date. Business information should be updated according to 
the circumstances of each case in order to give a true and correct picture of the subject 
business by reference – where appropriate – to a stated date. 

We shall therefore 

 Take account of any interests of the data subject and the interests of the data 
recipient  

 Respect the confidentiality of sources providing data  
 Take appropriate measures to protect personal data against unauthorised 

alteration, disclosure or access and against unlawful forms of use  
 Respect and employ principles of transparency in our activities  
 Correct, suppress or delete incorrect or irrelevant data at the request of the 

concerned party (after completing all the necessary double-checking to ensure 
the accuracy of the changes asked) or independently when inaccuracy or 
irrelevance is noticed  
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Balance of Interests 

We are obliged to balance the interests of the data subject against the interests of a data 
recipient by taking into consideration the degree of relevance of the data to a business 
decision; ie, the more commercially active a person, the stronger the legitimate interests 
of the data recipient. 

Data Collection 

We collect data by using generally accessible and public sources (ie. public registers, 
published balance-sheets, official gazettes, newspapers) and by written or oral 
questioning of the commercial data subject. For commercial data subjects questioning of 
relevant third parties may take place to confirm or complete the information held. 
Verification processes and quality programs are employed to maintain data quality. 
Where such third parties provide data on a confidential basis, we shall respect this 
confidentiality. 

Transparency of the Activities 

In different countries transparency of data use is ensured under local laws either by pro-
active or re-active requirements. These may include the obligation to inform data 
subjects of the storage of their data and to make it possible for them to obtain 
information about its type, extent and main purpose of use. 

Data Security 

We shall implement appropriate technical and organizational measures to protect 
personal data against accidental or unlawful destruction, accidental loss, unauthorised 
alteration, disclosure or access and all other unlawful forms of processing. Such 
measures shall ensure a level of security appropriate to the risks represented by the 
processing and the nature of the data to be protected. We shall ensure that our 
employees understand their obligation to maintain the security and confidentiality of data 
and that they accept appropriate confidentiality measures. 
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Data Compliance Officer 

Every BIIA member is required to appoint a data compliance officer (who may be an 
employee or an external person) to ensure compliance with this code of conduct within 
the member company. This data compliance officer will deal with any complaints. 

Compliance Committee 

BIIA has appointed a compliance committee to ensure compliance by its members with 
this code of conduct. Any data subject, data recipient of BIIA members shall be entitled 
to complain in writing to the compliance committee about a breach of this code of 
conduct. 

The committee shall give its written opinion about the complaint within two months of 
receiving the complaint. The committee shall have power to take appropriate actions 
against any BIIA member whom it decides has breached this code of conduct. Such 
action may include formal reprimand or exclusion from BIIA.
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行业行为守则 

准则： 

 

BIIA的成员为商业信息服务机构，所以应该是中立的信息提供者。我们为工业、保险业、

商业贸易及信贷企业的金融、经济和商业决策提供支持。（BIIA的某些成员也提供关于个

人的信息）。 

 

通过提供商业决策所需的信息，我们促进并支持着行业的发展。我们会利用收集到的信息

创建或更新记录，再提供给商业信息机构的用户。 

  

基于信息做出决策，我们认识到自己的经营活动对涉及的数据主体的基本权利的重要性，

所以会按照相关信息保护法和隐私保护法的要求合理合法地收集和使用这些数据。 

 

我们会采取一切合理措施确保数据的准确性以及必要时的实时性。我们会根据实际情况对

商业信息进行更新，从而使得在适当的情况下用作参考的目标公司的信息在指定的日期以

前是准确有效的。 

 

我们承诺：  

 维护数据主体的一切利益及数据接收方的利益  

 对数据来源保密 

 采取适当措施保护个人数据不被擅自修改、透露、查看或任何非法的使用 

 在我们的经营活动中遵循透明公开的原则 

 在相关方提出要求（完成所有必要的检查确保所要求的更改是正确的）情况下或是

我们自己发现错误信息和无关信息的情况下，更正、控制使用或删除这些错误信息

或无关信息。 

利益平衡 

我们有义务根据数据与商业决策的相关程度来平衡数据主体与数据接收方之间的利益，例

如，数据主体在商业中越活跃，则数据接收方的合法利益应该得到更大程度的保护。 
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数据收集 

我们通过普遍可获得的途径或公共渠道（例如公共注册机构、公布的资产负债表、官方公

报和报纸）以及对商业数据主体进行口头或书面询问来收集数据。也可对相关的第三方进

行询问确认已获得的数据或使提供的数据更加完整。我们将运用数据验证和质量控制流程

保证数据的质量。如第三方提供的数据是机密的，我们将严格为其保密。 

透明公开 

在不同的国家，数据使用的透明公开会通过事前或事后的要求受到当地法律的保护。这些

要求可能包括有义务通知数据主体其信息已被储存，从而使得数据主体可以了解这些数据

的类型、范围和主要使用目的。 

数据安全 

我们将采取适当的技术和组织手段保护个人数据不受意外或非法破坏、意外丢失、擅自修

改、透露、查看或任何其他非法形式的处理。这些措施将确保数据的安全性与受保护数据

的性质以及处理这些数据带来的风险相适应。同时确保我们的员工了解有义务维护数据的

安全性和机密性，并接受采取适当的保密措施。 

行为稽核官 

每一个BIIA成员都必须任命一位行为稽核官（可以是内部员工，也可以从外部聘请）以确

保本行为守则将在该成员公司内部严格执行。该行为稽核官将处理投诉事宜。 

稽核委员会 

BIIA已任命了一个稽核委员会确保其成员严格遵守本行为守则。BIIA成员的所有数据主体

和数据接收方都有权以书面的形式向稽核委员会投诉违反本守则的行为。 

稽核委员会将在收到投诉的两个月内以书面的形式给出意见，并有权在认定某一BIIA成员

违反了本行为守则的情况下，对该成员采取适当行动，包括正式谴责，甚至逐出BIIA。 
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Appendix 4 

Examples of Commercial Credit Reports provided courtesy of 
BIIA members BOL Thailand,  The Dun & Bradstreet Corporation, 
D&B Australia, Sinotrust and VedaAdvantage 
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