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Headlines this month:

n EU – US Privacy Shield 
n ICO plan 2016 – 2019
n Working Party action plan on General Data Protection Reform (GDPR)
n ICO targeting companies making nuisance calls
n British Red Cross Undertaking
n Recent data breaches
n EU update

Commentary:

working with

This month’s Newsletter includes the latest news on the EU- US Privacy Shield.  It also 
continues to update on the General Data Protection Reform.  If organisations require any 
help in assessing the likely impact of reform we would be pleased to help – we can also 
incorporate this into our data protection health-check which will assess data protection 
compliance and readiness for the new framework
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n EU – US Privacy Shield

n ICO plan 2016 – 2019

US authorities have guaranteed that the Privacy 
Shield will be strictly enforced and that ‘there will be 
no ‘indiscriminate or mass surveillance by national 
security authorities’.  There is commitment to strong 
obligations on companies and robust enforcement; 
clear safeguards and transparency obligation on 
US government access; effective protection of EU 
citizens with redress options; an annual joint review 

mechanism.  Complaints to companies will have to 
be resolved within 45 days.

Data Protection Authorities are expected to give 
their opinion by the end of March.  The ICO has 
made clear that it is in no rush to take action against 
organisations relying on Safe Harbor.

Christopher Graham, the Information Commissioner, 
stated:

“Companies are not always as good as they should be 
about respecting that information, which all too often 
is seen as a business asset of increasing value.  And it’s 
not just commercial operations, Public authorities – 
government departments and agencies, local councils, 
the NHS – hold our personal information digitally and, 
increasingly, need to share it in order to deliver efficient, 
modern, public services.  But they do not always keep it 
as securely as they should.”

He goes on to say that the new data protection 
framework retains much that is familiar but also 
makes significant changes and consequently, it is 
essential that the ICO and businesses are prepared 
for the future.  It is introducing a change programme 
to make sure the transfer to the new regulation is 
as seamless as possible – this is intended to help 
organisations understand their obligation and 
consumers to understand their information rights.

The ICO has issued its corporate objectives as 
follows:

• Organisations have a better understanding of 
their information rights obligations.

• Enforcement powers are used proportionately 
to ensure improved information rights 
compliance.

• Customers receive a proportionate, fair and 
efficient response to their information rights 
concerns.

• Individuals are empowered to use their 
information rights.

• The ICO is alert and responsive to changes 
which impact on information rights.

• An efficient ICO well prepared for the future.

Some of the interesting proposals are as follows:

• Advising data controllers on the implication of 
the data protection reform through guidance / 
checklists which they intend to have developed 
by the end of Q1 2016 / 2017.

• The launch of their privacy seals scheme by 
September 2016.

• The promotion of privacy by design, data 
minimisation, privacy impact assessments and 
accountability.

• Consideration of the new enforcement powers 
available under the data protection reforms 
and how they can best be implemented and 
resourced.  Christopher Graham recently 
described the proposed fines (up to 20 million 
Euros or 4% of global turnover) as “eye-watering” 
and said “the sky’s the limit for enforcement.  
This is getting serious”.

The European Commission has issued the legal texts to be put in place regarding the 
EU – UP Privacy Shield.  Background to the Privacy Shield is provided below in our EU 
Update.

The ICO has issued its Corporate Plan for 2016 – 2019 detailing how it intends to achieve 
its objectives over the next three years. The plan responds to the fact that businesses 
have more details of personal data than ever before and often consumers are unaware 
of what they’ve done with their data or the implications of making it available to 
organisations.
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n Working Party action plan on General Data Protection Reform (GDPR)

n ICO targeting companies making nuisance calls

It states:

“A new governance model is on its way giving a higher 
role to DPAs.  It is a distributed governance model built 
on three pillars: national data protection authorities, 
enhanced cooperation between authorities and EDPB 
level for consistency.  The WP29 wants to show and 
anticipate this new organisation as far as it is possible.”  

The plan is based on the following four priorities:

• Setting up the EDPB structure in terms of 
administration

• Preparing the one-stop shop mechanism

• Issuing guidance for controllers and processors 
prioritising the new portability right, the  
notion of high risk and Data Protection Impact 
Assessments, certification and the Data 
Protection Officer role

• Communication around the EDPB and 
GDPR including the creation of an online 
communication tool

166,665 complaints were made to the ICO in the last 
year in relation to unsolicited cold calls.  In 2015, the 
ICO issued £1 million in fines and expects to issue 
the same amount in fines in 2016.

The Regulator has published some of the ways in 
which they investigate nuisance calls:

• Mystery shopping – using mobile phones to 
sign up to websites and respond to adverts thus 
monitoring the amount of texts, calls and emails 
received.

• Whistleblowers – The ICO have made efforts to 
make it easier for whistleblowers to report their 
employers.

• Telephone Preference Service (TPS) – 
Organisations are not allowed to make live 
marketing calls to people who have signed up 
to the TPS unless they have their prior consent.

• Messages reported to “7726” – unwanted 
texts can be forwarded to 7726 and that 
information is shared by the mobile phone 
networks with the ICO.

• Consumer Groups working with Trading 
Standards – The ICO works with Trading 
Standards and the Citizens Advice to find about 
companies breaking rules.

• Other regulators – The ICO liaises with 
Ofcom, the Claims Management Regulator, 
the Gambling Commission and the Financial 
Conduct Authority.

• Public assistance – The ICO encourages the 
public to notify them about organisations 
breaking electronic communication rules.

The Article 29 Data Protection Working Party (which consists of EU representatives 
from Data Protection Authorities (DPAs)) has issued its 2016 action plan for the 
implementation of GDPR.

The Information Commissioner’s Office is continuing its quest to target and take action 
against companies making nuisance calls and failing to comply with regulations
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n British Red Cross Undertaking

n Recent data breaches

The British Red Cross has signed an Undertaking 
committing them to best practice in relation to 
marketing calls.

Fundraising calls are regulated by the Privacy and 
Electronic Communications regulations and this 
undertaking commits the British Red Cross to follow 
these rules.  The Undertaking was in light of an 
investigation prompted by a recent Daily Mail report 
which claimed charities were ignoring marketing 
guidelines in the competition for donations.

Andy Curry stated:

“Our enforcement work issuing fines and dragging 
people before the courts is always likely to grab more 
headlines, and helps us reduce the annoyance of 
nuisance calls.  But a big part of our work is working 
with companies who want to get it right.

“British Red Cross is a good example of that.  They’ve 
seen the benefits of not just following the law, but 
following best practice, and we’re pleased that we’ve 
been able to work with them on this.”

Prodial Limited

Prodial Limited has been fined £350,000 by the ICO 
after it was found responsible for over 46 million 
automated nuisance calls.  This is the regulator’s 
largest ever fine.

The ICO received 1,000 complaints about calls 
which related to PPI claims.  Complainants said they 
received repeated calls and no opt-out option was 
made available.  

Christopher Graham commented:

“This is one of the worst cases of cold calling we 
have ever come across.  The volume of calls made in 
just a few months was staggering.

“This was a company that knew it was breaking the 
law.  A company director admitted that once the ICO 
became involved, the company shut down.  That 
stopped the calls, but we want to send a clear message 
to other firms that this type of law-breaking will not 
pay.  That is why we have handed out our highest ever 
fine.

“Not matter what companies do try to avoid the law, 
we will find a way to act.”

Advanced Voip Solutions Limited

A company has been issued with a legal “stop” order 
by the ICO after it was found responsible for millions 
of unsolicited automated calls.  The company has 
been ordered to stop the calls or face legal action.

The ICO has ordered three companies to stop 
making unsolicited nuisance calls – Enforcement 
notices have been sent in response to automated 
calls related to miss-sold pensions, PPI, delayed 
flight compensation and debt management.

Group Enforcement Officer, Andy Curry, at the ICO 
said:

“Unfortunately, it’s surprisingly easy to set up an 
operation that makes automated calls because you 
don’t need specialist equipment, a huge staff or fancy 
premises.

“But they can’t’ hid from is.  We’ll continue to keep 
one step ahead of them and crack down on illegal 
practices.”

MyIML

MyIML has been fined £80,000 after cold calls 
resulted in 1,000 complaints to the ICO.  Many of the 
call recipients were registered with the Telephone 
Preference Service (TPS).  The data used to make the 
calls was purchased by a third party.  The ICO has 
commented that obtaining details from third parties 
does not excuse breaking marketing rules.

Direct Security Marketing Limited

Direct Security Marketing Limited has been fined 
£70,000 for making thousands of nuisance phone 
calls, marketing burglar alarms, in the middle of the 
night.  The company made nearly 40,000 in just one 
day and nearly 10,000 of these were made between 
1am and 6am.
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n  EU update

The below provides an EU update from Brussels, and 
provides an insight into the progress of the EU’s draft 
data protection regulation: 

This month the European Commission and US 
authorities succeeded in reaching a political 
agreement on a new framework for the transfer 
of personal data across the two shores of the 
Atlantic that will replace the old ‘Safe Harbour’ 
which was declared illegal by the European Court 
of Justice (ECJ) on 6 October 2015. The deal was 
struck on 2 February – two days after the European 
Commission’s deadline for an agreement with 
the U.S. had expired – following a phone call 
between U.S. State Secretary John Kerry and 
European Commission’s First Vice-President Frans 
Timmermans.  The two politicians managed to find 
a compromise on the two main obstacles which had 
de facto blocked the negotiations: guarantees for EU 
citizens that their complaints would be effectively 
investigated by US authorities and assurance that 
data would not be intercepted indiscriminately by 
US National Security Agency.

The new agreement, renamed ‘EU-US Privacy Shield’, 
includes clear and strong obligations for companies 
using EU citizens’ personal data, namely in terms 
of data processing and privacy.  In this regard, 
businesses will be now subject to US law under the 
US Federal Trade Commission and will also need to 
comply with the decisions adopted by EU National 
Data Protection Authorities.  Moreover, in order to 
protect EU citizens’ privacy, the US accepted to set 
up clear limitations, oversight mechanisms and 
safeguards regarding public authorities’ access 
to data when it comes to law enforcement and 

national security issues.  In particular, the U.S. agreed 
to guarantee the above-mentioned safeguards 
in writing as well as to exclude mass surveillance 
of data coming from Europe.  Furthermore, an 
independent ombudsman for national security will 
be appointed in the U.S. State Department to deal 
with EU data protection complaints. 

Welcoming the political agreement, European 
Commissioner Vera Jourová said: ‘The new EU-US 
Privacy Shield will protect the fundamental rights of 
Europeans when their personal data is transferred to 
U.S. companies. For the first time ever, the United States 
has given the EU binding assurances that the access of 
public authorities for national security purposes will be 
subject to clear limitations, safeguards and oversight 
mechanisms. Also for the firs t time, EU citizens will 
benefit from redress mechanisms in this area. In the 
context of the negotiations for this agreement, the 
US has assured that it does not conduct mass or 
indiscriminate surveillance of Europeans. We have 
established an annual joint review in order to closely 
monitor the implementation of these commitments.’

On the American side, US Secretary of Commerce, 
Penny Pritzker provided assurance that the new 
agreement would meet ECJ’s expectations: ‘We are 
confident we have met the requirements of the 
ruling,’ she said. Moreover, she stated that the new 
ombudsman will be able to ‘leverage independence, 
oversight and other functions that oversee the 
intelligence community.’

The ICO stated:

“Elderly people were among those who were left 
distressed after being woken up in the night by the 
automated calls.

“It’s natural when the phone rings in the early hours to 
fear it’s bad news and perhaps a relative is seriously ill, 
and that’s what people who received these calls told us 
they thought.  Automated calls at any time can leave 
people feeling unsettled but to receive a call trying to 
sell you a burglar alarm in the middle of the night must 
have been very frightening.”
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European and national data protection authorities 
forming the Article 29 Working Party adopted a 
wait-and-see approach instead.  ‘We have to study 
the content of the arrangement. Right now, I can’t 
tell you what the final conclusion’ will be, Isabelle 
Falque-Pierrotin, Chair of the Working Party told the 
press.  Ms Falque-Pierrotin also asked the European 
Commission for a detailed written Privacy Shield 
proposal by the end of February as the Working 
Party will hold an extraordinary plenary meeting to 
assess the proposal.

Conversely, the agreement was criticised by 
Members of the European Parliament.  In particular, 
German MEP Jan Philipp Albrecht, who was also 
EP’s leading negotiator in the EU General Data 
Protection Regulation, said: ‘This new framework 
amounts to little more than a reheated serving 
of the pre-existing Safe Harbour decision. The EU 
Commission’s proposal is an affront to the European 
Court of Justice, which deemed Safe Harbour illegal, 
as well as to citizens across Europe, whose rights 
are undermined by the decision. The proposal 
foresees no legally binding improvements. Instead, 
it merely relies on a declaration by the US authorities 
on their interpretation of the legal situation 
regarding surveillance by US secret services, as well 
as the creation of an independent but powerless 
Ombudsman, who would assess citizens’ complaints. 
[...] If this framework is adopted unchanged, it can 
be expected that member states’ data protection 
authorities will exercise the new powers granted to 
them via the European Court ruling to subject any 
data transfers to additional security measures.’

The agreement will need now to be drafted in detail 
by the US and EU lawyers. European Commission’s 
Vice-President Andrus Ansip and European 
Commissioner Vera Jourová will oversee the 
process and prepare the necessary steps to put the 
agreement in place. 

On the American side, US policy-makers have 
already started showing their commitment to a 
stronger relationship with the EU in the field of 
data protection.  In particular, US President Barack 
Obama signed on 24 February the Judicial Redress 
Act which will enable EU citizens to challenge how 
their data is used in US courts.  In this way, European 
citizens will now have a recognised right to file 
complaints before the U.S courts when it comes 
to data processing, a right already enjoyed by U.S 
citizens in the EU.  The entry into force of the Judicial 
Redress Act will now pave the way for the signature 
of the EU-US Data Protection Umbrella Agreement 
which was agreed on by the two counterparts in 
September 2015 and which includes data protection 
measures for data transfers for law enforcement 
purposes, including terrorism. 

Visit our website at www.regulatorystrategies.co.uk


