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Headlines this month:  

 Information Commissioner’s Office Annual Report 

 Data breach commentary 

 Legitimate interest guidance 

 Updated subject access policy 

 Direct Marketing Association GDPR guidance 

 GDPR in the press 

 Warning to workers about sharing personal information 

 Recent data breaches 

 

 

Commentary: 

Information Commissioner’s Office Annual Report 

The Information Commissioner’s Office has published its annual report which 

includes operational statistics and discusses the work done over the last 12 

months.  Elizabeth Denham replaced Christopher Graham as Information 

Commissioner in July 2016. 

Ms Denham stated: 

“My office is preparing for the future in data protection with new processes, a 

comprehensive change programme and an education and guidance programme for 

stakeholders and the public. 

“As the laws we regulate change, there is an opportunity for us to improve the trust that 

the public feel in those who process their personal data or who make information to the 

public.  We have launched our new Information Rights Strategic Plan that places this trust 

at the heart of what the Information Commissioner’s Office will do in the next four years.” 

The report shows that, by far, the area generating the most concerns raised with the ICO 

is Subject Access running at 42% of complaints which is consistent with previous years.  
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The main sectors where complaints are generated from are General Business (13%), 

Health (10%), Local Government (10%) and Lenders (8%).  

 

Data breach commentary 

The ICO rules that Virgin Trains East Coast had not breached data protection law 

after publishing footage of Jeremy Corbyn but that it had when publishing images 

of other passengers using the service.  It believes that the faces of other 

passengers should have been obscured and consequently it was in breach of the 

First Data Protection Principle. 

The reason that they found the publication of other passengers to be in breach was 

because organisations should only process data in a way individuals would reasonably 

expect.  However, the ICO’s recent commentary states that the Data Protection Act 

allows organisations to process information as long as it has a ‘legitimate interest’ to do 

so.  It believes, in publishing footage of Mr Corbyn, Virgin Trains were reacting to 

potentially misleading reports which could have damaged its reputation and 

commercial interests.  The ICO believes that Mr Corbyn would have had different 

expectations to the other passengers on the train. 

 

Legitimate interest guidance 

New Data Protection Network guidance has been issued to help explain when 

businesses can access personal using legitimate interests under GDPR when the 

rules about consent will be tightened considerably. 

The ICO has already advised businesses to consider carefully whether they are relying 

on consent for processing or whether they should be looking at alternatives. 

The guidance has been shared with the ICO and provides templates to enable 

organisations to assess where legitimate interest might apply.   

In particular note that this condition can no longer be relied upon by public 

authorities for processing.  

  

Updated subject access policy 

The Information Commissioner’s Office has updated its subject access guidance 

relating to disproportionate effort further to two Court of Appeal judgments 

earlier this year.   
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The judgments clarified that data controllers can take into consideration difficulties in 

complying with requests including where there are problems identifying the requested 

information. 

The ICO stresses that this does not mean that organisations should try to avoid 

responding to requests and should be able to demonstrate that they have taken all 

reasonable steps to comply.  It also states that even if there are difficulties in providing 

information in ‘permanent form’ the organisation should try any comply in an 

alternative way. 

 

Direct Marketing Association GDPR guidance 

The Direct Marketing Association (DMA) has issued guidance regarding GDPR. 

Within the guidance they have identified the steps organisations should 

undertake to be ready for 25th May 2018 stressing the steps are quite lengthy. 

In summary, the steps that the DMA has identified are as follows: 

 Undertake a data audit identifying exactly what personal data is held, where it is 

stored and who has access to it.  This includes employee, customer and supplier 

information. 

 Privacy policies need to be reviewed to ensure that they comply with the new 

guidelines.   

 Organisations may wish to draw up codes of conduct to cover topics such as fair 

and transparent processing, information provided to individuals and data 

transfers outside the EU. 

 Data protection impact assessments may need to be undertaken. 

 Procedures should comply with the new rights individuals have. 

 Review how and where consent is obtained and ensure it is obtained through a 

positive indication by the individual. 

 If children’s data is processed, there will need to be a way of obtaining a parent 

or guardian’s consent.  This is likely to be for under 13’s. 

 Ensure that any third party using data also complies with the regulations.  This 

includes any organisation the third party sub-contracts to. 

 Ensure that you are aware what to do in the event of a data breach. 

 Understand where organisations make main decisions about processing to 

determine which country is the supervisory authority. 

Regulatory Strategies are already working with a number of clients to help them 

work towards GDPR compliance.  We would also recommend consideration is 

given as to whether a Data Protection Officer needs to be appointed – the ICO has 

recommended that organisations formally assess the requirement. 
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GDPR in the press 

The General Data Protection Regulation is beginning to get some press reaction 

now that we move closer to the May 2018 deadline.  A recent Times article has 

referenced GDPR. 

Eduardo Ustaran, a partner at Hogan Lovells, provided commentary in the Times on 27th 

July stating that data protection laws are providing some certainty against the backdrop 

of confusion caused by Brexit. 

The government has confirmed that our current Data Protection Act will be replaced 

during this parliament and GDPR will be implemented. 

Ustaran stated: 

“If the UK is to be deemed a safe jurisdiction for personal data imported from the EU, it is 

beyond doubt that it must align itself with the GDPR, so this is certainly the right way to 

go.  It is also critical that the new law enables the Information Commissioner to function at 

the same level as her EU counterparts and the government is set to deliver that.” 

He goes on to urge those companies who have been cautious in investing time to GDPR 

compliance should now devote energy in this area. 

 

Warning to workers about sharing personal information 

The ICO has issued a warning to employees regarding the consequences of 

illegally sharing personal data that they have access to as part of their job role. 

The warning came after a recruitment manager was prosecuted, under Section 55 of the 

Data Protection Act 1998 for illegally disclosing personal information about job 

applicants to a third party employment agency. 

The ICO commented: 

“Passing on other people’s personal information that you have access to as part of your job 

can often be against the law, unless you have their consent or valid grounds for doing so. 

“We’re asking people to stop and think about the consequences before taking or sharing 

information illegally. Most people know it’s wrong but they don’t seem to realise it’s a 

criminal offence and could face prosecution. 

“What people might think is a minor mistake could lead to the loss of their job, a day in 

court and a fine.” 
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Recent data breaches 

Provident Personal Credit Limited 

An £80,000 fine has been issued to Provident Personal Credit Ltd. after it sent nearly 

one million nuisance texts in six months.  The texts were promoting personal loans for 

its brand Satsuma loans.  The recipients had not consented to receive the texts. 

The ICO stated: 

“The law is clear.  You can’t send marketing texts to people who have not signed up to 

receive them... 

“... Companies have no excuse whatsoever for sending nuisance texts, whether they do it 

themselves or employ someone else to do it for them.” 

Moneysupermarket 

Moneysupermarket has been issued with an £80,000 for mailing to respond to 

customers’ requests to unsubscribe from emails. 

7.1 million emails were sent out over 10 days updating customers with its Terms and 

Conditions but the email also included a section stating the following: 

“We hold and email address for you which means we could be sending you personalised 

news, products and promotions.  You’ve told us in the past you prefer not to receive these.  

If you’d like to reconsider, simply click the following link to start receiving our emails.” 

The ICO makes it clear that asking people to consent to future marketing messages 

when they have already opted out is against the law. 

 

 

 


