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Commentary:

Dixons Carphone says data breach affected 10 million

The UK retailer Dixons Carphone has said increased its estimate of the numbers of those

affected by a huge data breach that took place last year, saying it likely involved 10

million customers, rather than the earlier stated 1.2 million.

The Carphone Warehouse and Currys PC World owner has been investigating the hack

since it was discovered in June. It said personal information, names, addresses and

email addresses may have been accessed, but no card details were affected.

The ICO has released a statement saying "Our investigation into the incident is ongoing

and we will take time to assess this new information. In the meantime, we would expect

the company to alert all those affected in the UK as soon as possible and to take all steps

necessary to reduce any potential harm to consumers."

Marketing firm fined £100,000 in UK

The Information Commissioner's Office has fined an East Sussex based marketing

company £100,000 for making 75,649 nuisance calls.
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AMS Marketing Ltd made the calls to people who had opted out of receiving marketing

calls by registering with the Telephone Preference Service. The calls were made

between October 2016 and December 2017, and a total of 103 complaints were made to

the ICO and TPS.

One complaint said: "They knew my name and address and claimed that I was legally

owed circa £1,800 for a non-fault traffic accident." The ICO investigation found that AMS

Marketing bought lists of data from other companies, but that no checks were made to

find out if any of the people listed were registered with the TPS.

Reddit confirms data breach

Forum website Reddit has confirmed it was the victim of a data breach which

compromised usernames, passwords and email addresses.

The website confirmed two sets of data had been accessed by hackers who broke in

using compromised employee accounts.

The first, from 2007, included account details and all public and private posts between

2005 and May 2007. The second, likely larger set of data, were accessed between 3rd

and 17th June, which included logs and databases linked to the daily email digests

Reddit sends out to users.

The firm said it discovered the breach on June 19th, with the attack having taken place

during the four previous days. Reddit said it was messaging user accounts "if there's a

chance the credentials taken reflect the account's current password" and has urged

users to check their Reddit inboxes as well as their emails to establish if they were

affected by either breach.

ICO's regulatory action plan goes to government for approval

The ICO's intentions for enforcing information law have been put before lawmakers for

approval. The Information Commissioner's Office consulted on a new regulatory action

plan earlier this year.

The regulatory action plan would apply to the ICO's activities under a range of

legislation, including the GDPR, the UK's new Data Protection Act and e-Privacy rules.

"This policy sets out a risk-based approach to taking regulatory action against

organisations and individuals that have breached the provisions of the data protection,

freedom of information and other legislation," the ICO said in its revised action plan. "As

with earlier versions of the policy it focusses on areas of highest risk and most harm and

the principles we apply in exercising our powers."
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Butlin's warns of potential personal data breach

UK holiday camp chain Butlin's has warned that the personal data of up to 34,000

customers may have been exposed in a cyber breach.

The company has blamed the breach on a phishing attack, which indicates that an

employee was tricked into divulging user credentials for a customer data system,

rather than any high-tech hacking technique.

Butlin's said the data at risk includes names, addresses, contact details and holiday

arrival dates, but does not include any financial information. The company began

notifying customers of the breach within 72 hours in line with the requirements of the

GDPR.

Company director disqualified after marketing calls breach

A man whose business was responsible for millions of nuisance marketing calls in the

UK has been barred from serving as a company director for six years.

Coventry-based Easyleads Limited was issued with a £260,000 fine by the Information

Commissioner's Office in September 2017, after the regulator found the company

responsible for making 16.7 million automated marketing calls without the prior

consent of recipients.

Easyleads failed to pay the fine which led the ICO to file for and obtain a court order to

wind up the company.

The Insolvency Service subsequently investigated and has now announced that the

sole director of Easyleads, Shaun Harkin, 48 from Coventry, has accepted a

disqualification undertaking that will prevent him from being directly or indirectly

involved in the promotion, formation or management of a company for six years from

13th July 2018.

Data broking company fined £140,000

The Information Commissioner's Office has fined pregnancy and childcare advice

company, Emma's Diary, £140,000 for illegally collecting and selling personal

information belonging to more than one million people.

The data broking company sold the information to Experian Marketing Services, a

branch of the credit reference agency, specifically for use by the Labour Party.

Experian then created a database which the party used to profile the new mums in the

run up to the 2017 General Election.
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The Labour Party was consequently able to send targeted direct mail to mums living in

areas with marginal seats about its intention to protect Sure Start Children's centres.

The regulator signalled its intention to fine the company in July, as it released an

interim report of its comprehensive investigation into data analytics for political

purposes.

The ICO has outstanding enquiries with a number of data brokers, including Experian.

First UK collective action cases in the pipeline

Based on the GDPR’s Article 80 on individuals’ right of redress via collective (class)

action, a group of UK residents whose Facebook data was harvested by Cambridge

Analytica, is now threatening to sue for damages.

Represented by law firm ITN Solicitors, which has sent Facebook a 27-page letter, the

individuals seek to launch a class action suit. Wired.com reports that nearly 1.1 million

people in the UK could be eligible to join such a suit if it goes forward.

Another group, Fair Vote Project, working with Bindmans LLP, is also gathering names

to possibly start a class action suit against Facebook in the UK. The ICO intends to fine

Facebook £500,000, but this is not a sufficient remedy, the campaign says.

ICO consultation on data sharing code of practice

The ICO has issued a call for views on updating its data sharing code of practice, first

published in 2011.

The ICO is asking for views on what to focus on in response to changes in the law,

whether the existing code strikes the right balance between data protection and data

sharing, and whether areas of the code are either too detailed or give insufficient

guidance. Responses are required by 10 September.

ePrivacy Regulation further delayed

It appears likely that the ePrivacy Regulation will be handed over by the Austrian

presidency of the Council to the Romanian presidency with no more than a status

update being published before the end of the year.

Progress is then likely to stall before the European Parliament elections in May 2019.

This means that the ePrivacy Regulation is unlikely to take effect before 2020 at the

earliest.
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The ePrivacy regulation covers privacy in electronic communications such as internet

transactions, online media and internet of things products.

The legislation was originally supposed to be passed alongside the GDPR. Ultimately,

the discussions between the EU Parliament, Council and Commission, which are

necessary to achieve an agreed implementation date, will likely take place after the

May 2019 elections and this would push back implementation to 2020.

Discussion about the law have left concerns over its scope and lack of clear

interpretation guidelines. There are also fears that it runs too closely to GDPR,

meaning regulation clashes. Nonetheless, ePrivacy lead rapporteur, Birgit Sippel,

lambasted the delays claiming that the Council is delaying the legislation at cost to the

rights of EU citizens.

For the UK, this means that ePrivacy will come into force after the Brexit date (29

March 2019). This has important implications. While the UK seeks an alignment plus

deal, it is not necessarily the case that the UK would have to implement ePrivacy

legislation. This is a positive given the worries about clashes with GDPR and

overregulation.

The UK DMA has already sent a letter to UK Ministers explaining our concerns with the

ePrivacy Regulation and how it could negatively impact the economic well-being of the

marketing sector.

DMA calls on members to contribute to Brexit debate

The Department for Business, Energy and Industrial Strategy (BEIS) is looking to

understand how data flows impact advertising and marketing and to what extent do

UK businesses rely on cross-border data flows between the UK and EU

See https://dma.org.uk/uploads/misc/beis-case-study1.pdf


