
For further information contact Mike Bradford or Helen Lord  
consultancy@regulatorystrategies.co.uk  

 
 
 

1 

 

 

www.regulatorystrategies.co.uk  

  

Headlines:  

➢ UK regulator fines Facebook for failing to protect users' 

personal information 

➢ EU and US begin second annual review of Privacy Shield 

➢ EDPS: expect first GDPR fines soon 

➢ Be transparent, says UK Deputy Commissioner, and you may 

avoid trouble 

➢ New data protection self-assessment checklist for sole traders 

➢ ICO fines firm £90,000 for nuisance emails   

➢ ICO guidance on GDPR exemptions 

➢ ICO takes action for failure to pay new data protection fee 

➢ Morrisons loses appeal against class action data breach 

➢ Bupa fined £175,000 for systemic data protection failures 

➢ Heathrow Airport Limited fined £120,000 for serious failings in its data 

protection practices 

 

Commentary: 

UK regulator fines Facebook for failing to protect users' personal information 

The Information Commissioner's Office has fined Facebook £500,000 for serious 

breaches of data protection law. In July, the regulator issued a Notice of Intent to fine 

Facebook as part of a wide-ranging investigation into the use of data analytics for 

political purposes.  

The ICO issued the fine after considering representations from the company and 

confirmed that the amount - the maximum allowable under the laws which applied at 

the time the incidents occurred - will remain unchanged.  

Elizabeth Denham, Information Commissioner, said: "Facebook failed to sufficiently 

protect the privacy of its users before, during and after the unlawful processing of this 

data. A company of its size and expertise should have known better and it should have 

done better." Ms Denham added: "The fine would inevitably have been significantly 

higher under the GDPR." 
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EU and US begin second annual review of Privacy Shield 

EU and US officials have begun the second annual review of the Privacy Shield.  

Last Autumn, the European Commission endorsed the Privacy Shield following the first 

annual review of the framework. In a statement, the European Commission explained 

what the second annual review, which will take place over two days, will look at.  

It said: "The review will focus on the commercial aspects on the first day, notably on 

questions related to the oversight and enforcement of the Shield. The second day will 

cover developments concerning the collection of personal data by US authorities for 

purposes of law enforcement or national security. Following these two days, the 

European Commission will then analyse the information gathered and publish its 

conclusions in a report end of November." 

 

EDPS: expect first GDPR fines soon 

The European Data Protection Supervisor, Giovanni Buttarelli, has indicated that 

enforcement action from various supervisory authorities is impending.  

"I expect [the] first GDPR fines for some cases by the end of the year [in addition to] 

decisions to admonish controllers, to impose a preliminary ban, a temporary ban or to 

give them an ultimatum," Buttarelli said.  

Austria recently issued its first fine under the GDPR to an organisation that had installed 

a CCTV camera in front of its establishment, but which also recorded images from a 

large part of the pavement. The DPA issued a moderate fine of 4,800 euros.  

In the UK, the ICO has issued a notice to a Canadian data analytics company, 

AggregateIQ Data Services Ltd, as part of its ongoing investigation into using personal 

data for analytics and advertising, specifically in the context of elections.  

The ICO has asked the company to stop using EU citizens' personal data for analytics, 

and advertising and failure to comply could result in a fine of up to 4% of the company's 

annual turnover. AggregateIQ has appealed the notice to the UK's First-tier Tribunal for 

Information Rights. 

 

Be transparent, says UK Deputy Commissioner, and you may avoid trouble  

James Dipple-Johnstone, Deputy Commissioner of Operations at the ICO, has warned 

organisations: "If you want to keep the ICO from your door, don't underestimate the 

importance of transparency and accountability."  
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Speaking at the 17th Annual Data Protection Practical Compliance Conference, Mr 

Dipple-Johnston said "Whilst we do intend to use all of our new 

powers, we will continue to use them in a fair and proportionate way. Contrary to 

popular opinion, we are not in a race to exercise the new powers."  

Under the ICO's Regulatory Action Policy, wilful, negligent or repeated breaches will 

attract the highest fines.  

 

New data protection self-assessment checklist for sole traders  

The ICO has launched a self-assessment checklist to assist sole traders and self-

employed individuals in assessing their compliance with the GDPR.  

The checklist shows sole traders how compliant they are by generating a rating based 

on their responses and provides links to relevant ICO guidance and further information. 

It also includes practical suggestions of how to stay in line with the law.  

Anulka Clarke, ICO's Head of Assurance, said: "We are committed to help sole traders 

and those who are self-employed to navigate data protection law and improve their 

practices." 

 

ICO fines firm £90,000 for nuisance emails   

The Information Commissioner has fined London-based marketing company, Boost 

Finance Ltd, a company responsible for millions of nuisance emails about pre-paid 

funeral plans. Trading as findmeafuneralplan.com, BFL was responsible for 4,396,780 

emails that were sent from January to September 2017. The emails were sent to people 

who had subscribed to websites operated by BFL's affiliates, but who had not given 

their consent to receive them.  

The ICO investigation found that in all but one of the websites, it was not made obvious 

who the emails were from - although they did make generic mention of prepaid funeral 

plan providers in some cases. The majority of the websites did not provide subscribers 

with the opportunity to opt out of third party marketing. 

 

ICO guidance on GDPR exemptions 

The ICO has published updated guidance on GDPR exemptions. The guidance covers 

exemptions including the journalistic exemption, health, social work, education and 

child abuse, and crime, law and public protection. It does not, however, extend to all the 

exemptions to SARs contained in the Data Protection Act 2018. That guidance is still to 

come. 
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ICO takes action for failure to pay new data protection fee 

The ICO has begun formal enforcement action against 34 organisations that have failed 

to pay the new data protection fee. The news fee regime under the 2018 Data Protection 

Act introduced three different tiers depending on the size and turnover of the 

organisation, the largest ones paying a fee of £2,900. Failure to pay the data protection 

fee is now a civil offence under the GDPR, with the largest fine being £4,350. 

 

Paul Arnold, Deputy Chief Executive Officer at the ICO said: “We expect the notices we 

have issued to serve as a final demand to organisations and that they will pay before we 

proceed to a fine. But we will not hesitate to use our powers if necessary. All 

organisations that are required to pay the data protection fee must prioritise payment 

or risk getting a formal letter from us outlining enforcement action.” 

 

The ICO says that the 34 notices of intent were sent in September to a range of 

organisations across both the public and private sector including the NHS, recruitment, 

finance, government and accounting. 

 

Morrisons loses appeal against class action data breach 

A British supermarket has lost its challenge to a court ruling that it is liable for a data 

breach that resulted in thousands of its employees' details being posted online. 

Yesterday, the Court of Appeal upheld the original decision against the supermarket, 

issued in December 2017.  

Employees of Morrisons brought a claim against the company after an employee (who is 

currently serving an 8 year jail term) stole the data, including salary and bank details, of 

nearly 100,000 staff members. The Court of Appeal said that the supermarket could be 

vicariously liable for the tort of the employee concerned.  

Morrisons said it would appeal the decision to the Supreme Court. The case is the first 

data leak class action in the UK. 

 

Bupa fined £175,000 for systemic data protection failures 

Bupa Insurance Services Limited (Bupa) has been fined £175,000 by the Information 

Commissioner’s Office (ICO) for failing to have effective security measures in place to 

protect customers’ personal information. 

Between 6 January and 11 March 2017, a Bupa employee was able to extract the 

personal information of 547,000 Bupa Global customers and offer it for sale on the dark 

web. 

mailto:consultancy@regulatorystrategies.co.uk


For further information contact Mike Bradford or Helen Lord  
consultancy@regulatorystrategies.co.uk  

 
 
 

5 

The employee accessed the information via Bupa’s customer relationship management 

system, known as SWAN. The system holds customer records relating to 1.5 million 

people. 

The employee sent bulk data reports to his personal email account. The compromised 

information, which included names, dates of birth, email addresses and nationality, was 

later offered for sale on the dark web. 

Bupa was alerted to the breach on 16 June 2017 by an external partner who spotted 

customer data for sale. 

Bupa and the ICO received 198 complaints about the incident. The rogue employee was 

dismissed and Sussex Police issued a warrant for his arrest. 

The ICO’s investigation found that, at the time, Bupa did not routinely monitor SWAN’s 

activity log. Bupa was unaware of a defect in the system and was unable to detect 

unusual activity, such as bulk extractions of data. Failing to keep personal data secure is 

a breach of the Data Protection Act 1998. 

It revealed systemic failures in Bupa’s technical and organisational measures which also 

left 1.5 million records at risk for a long time. 

Due to the timing of this case, it was dealt with under the provisions and maximum 

penalties of the Data Protection Act 1998, and not the General Data Protection 

Regulation and 2018 Act which replaced it in May this year. 

 

Heathrow Airport Limited fined £120,000 for serious failings in its data 

protection practices 

Heathrow Airport Limited (HAL) has been fined £120,000 by the Information 

Commissioner’s Office (ICO) for failing to ensure that the personal data held on its 

network was properly secured. 

On 16 October 2017 a member of the public found a USB memory stick, which had been 

lost by a HAL employee. The stick, which contained 76 folders and over 1,000 files was 

not encrypted or password protected. 

The member of the public viewed the material it contained at a local library.  

Although the amount of personal and sensitive personal data held on the stick 

comprised a small amount of the total files, of particular concern was a training video 

which exposed ten individuals’ details including names, dates of birth, passport 

numbers, and the details of up to 50 HAL aviation security personnel. 

The stick was passed to a national newspaper which took copies of the data before 

giving the stick back to HAL. 
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The ICO investigation found that only two per cent of the 6,500-strong workforce had 

been trained in data protection. 

Other concerns noted during the investigation included the widespread use of 

removable media in contravention of HAL’s own policies and guidance and ineffective 

controls preventing personal data from being downloaded onto unauthorised or 

unencrypted media. 

HAL carried out a number of remedial actions once it was informed of the breach 

including reporting the matter to the police, acting to contain the incident and engaging 

a third party specialist to monitor the internet and dark web. 

The case was dealt with under the provisions and maximum penalties of the Data 

Protection Act 1998, and not the 2018 Act which has replaced it, because of the date of 

the breach. 
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