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Welcome to the thirty second monthly newsletter designed to keep BIIA members informed of the 
significant developments on the policy dossiers being worked on in Europe and in other geographical 
territories.  
 
BIIA would like to thank its fellow industry association, ACCIS (the Association of Consumer Credit 
Information Suppliers), for allowing us to re-use information that they have published on the regulatory 
developments within Europe.     
 
SUMMARY 

Activity on data privacy has continued at a pace in April, with work in Brussels by the European Data 
Protection Board (EDPB) as well as in a number of member states. As predicted at the end of last year we 
are now also seeing increased activity on the use of new technology, such as block chain and AI, as 
regulators and industry continue to attempt to understand and try to define how these new technologies 
should be used.  
 
Outside Europe, we have seen another ‘ripple impact’ of GDPR with the Australian Government introducing 
major changes to the Privacy Act, including significant penalties for breach of the law. For readers 
information, data privacy and the GDPR ‘ripple impact’ will be one of the key items covered in the 
Regulatory Roundtable that BIIA is hosting in Bangkok on October 30th, prior to the 2019 conference. For 
more details on the Roundtable and the Conference click here 
 
REGULATORY AFFAIRS FORUM 

We are currently in the process of arranging the next Regulatory Affairs Forum meeting, which we hope to 
hold before the end of May via conference call. Should any member be interested in participating in the 
next meeting, please provide the contact details for the person in your organisation who would like to 
participate to Neil Munroe, Deputy Managing Director – neilm@crsinsights.com.  

IN EUROPE 
 
PRIVACY  
 
GDPR fine - Concept of disproportionate effort 
 
On 25 March 2019, the Polish data protection authority (DPA) (referred to in Polish as “PUODO”) fined 
Bisnode PL approximately PLN 1 million (approx. EUR 230,415) for a failure to comply with the information 
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obligation set forth in Article 14 of the GDPR. 
 
PUODO rejected the notion of “disproportionate effort” as a valid reason for Bisnode’s not fulfilling the 
information obligation towards some of the data subjects. Namely, PUODO stated that sending the 
information referred to in Art. 14 of the GDPR by post, to the address of a natural person running a 
business, or by telephone, is not an “impossible” activity and does not require a “disproportionately large 
effort”. 
 
Importantly, PUODO did not question the legality of Bisnode’s operations as such, nor the legal basis for 
gathering data from public sources and compiling them into reports and summaries. This is an important 
confirmation for other providers of such services. 
A blog from Legal Services firm, DLA Piper, provides a detailed analysis of this case and its implications for 
providers of personal and business information services. (Click on the highlighted text to access details of 
the fine and the blog) 
 
Polish Banking Law and GDPR 
 
At the beginning of April, the President of Poland signed an Act amending certain acts in connection with 
ensuring the application of the GDPR. Some of the most noticeable changes were introduced to the 
Banking Law. 
 
The Act introduces a statutory right for banks to use automated processing of personal data, including 
profiling, for the purposes of determining the creditworthiness of a data subject and carrying out a credit 
risk analysis, without the consent of the data subject (the application for credit constitutes the basis of such 
processing).  
 
However, such decisions cannot be made based on special categories of personal data (such as racial or 
ethnic origin, political opinions, religious or philosophical beliefs, trade union membership, data concerning 
health or data concerning a natural person's sex life or sexual orientation). Additionally, the Act reserves 
the right of the client to (i) receive an explanation of the basis of the creditworthiness assessment made by 
a bank;  (ii) obtain human intervention in order to make a re-decision and (iii) express its own position. It is 
necessary to emphasize that only a client which is consumer will receive an explanation without any 
additional costs. 
 
EDPB on 'contractual necessity' 
 
The European Data Protection Board (EDPB) has adopted draft Guidelines 2/2019 on the processing of 
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personal data under Article 6(1)(b) GDPR in the context of the provision of online services to data 
subjects.  
 
The EDPB’s guidance is explicitly intended to ensure this lawful basis for processing is only relied on where 
appropriate. To rely on Article 6(1)(b), it is required that the processing is objectively necessary for a 
purpose that is integral to the delivery of that contractual service to the data subject. To meet the EU 
regulators’ expectations, controllers seeking to rely on contractual necessity as a lawful ground for their 
data processing operations will need to be able to demonstrate how the main object of the contract with 
the data subject cannot, as a matter of fact, be performed without that data processing. 
 
The EDPB provides a number of examples to illustrate its position. Processing of credit card information 
and billing addresses for payment purposes, and processing a data subject’s home address for home 
delivery, by online retailers can be justified under Article 6(1)(b). However, the retailer would have to rely 
on a different legal basis if it wants to build a profile of user tastes and lifestyle choices, because such 
profiles are not necessary to carry out the contract.  
 
The EDPB acknowledges that personalisation, on the other hand, may be necessary for the performance of 
some contracts. The EDPB provides further examples to illustrate this point. The guidelines are open for 
consultation until May 24, 2019. (Click on the highlighted text to access details of the draft guidelines) 
 
ICO’s Sandbox programme now open for applications 
 
The ICO has launched the Beta phase of its Sandbox initiative which is meant to facilitate business 
innovation in a safe regulatory space. The prerequisite is that the service or product that is put into the 
sandbox will deliver demonstrable public benefit.  
 
The sandbox is open to all sectors and all sizes of organisations. The current phase will involve around 10 
organisations of different types and sizes ideally from across private, public and third sectors.  
 
The programme will run from July 2019 to September 2020, but individual organisations may exit well 
before September 2020. A spokesperson for the ICO, said: “Our Sandbox will provide the environment that 
organisations need to test new concepts and technologies. The lessons we learn together may identify 
more fundamental questions with broader implications for data protection, and could ultimately inform the 
development of new guidance or codes of conduct in particular sectors to pave the way for further 
innovation." 
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FINANCIAL SERVICES 
 
Financial services users on consumer credit 
 
The Financial Services User Group (FSUG) has published an opinion and recommendations for the review of 
the Consumer Credit Directive (CCD). In this document, the representatives of consumers call for an 
alignment of the CCD rules related to the assessment of the borrower’s creditworthiness with provisions of 
the Mortgage Credit Directive. Users of financial services also recommend that only "pertinent and well-
founded data" are used by creditors when assessing consumers’ creditworthiness. 
 
Consumers also asked for an "investigation" into the practices by private credit bureaus (what type of data 
they collect and for what purpose, whether and to what extent credit bureaus contribute to responsible 
lending and reducing over-indebtedness, whether they comply with the EU data protection legislation, 
etc.). Finally, they recommend that private credit bureaus are regulated at EU level. (Click on the 
highlighted text to access the opinion) 
 
Final agreement on revised rules for EU Financial Supervision  
 
European Parliamentarians approved rules strengthening the EU financial supervision needed for safer 
financial markets, fighting money laundering, and protecting consumers. The new law already agreed with 
EU ministers and spearheaded through Parliament by Othmar Karas and Pervenche Berès consists of an 
upgrade of the EU financial supervisory authorities established in 2010 and - significantly for credit 
reference agencies - brings the EU Consumer Credit Directive under the mandate of the European Banking 
Authority for level 2 and 3 rulemaking (new Article 1). (Click on the highlighted text to access the rules) 
 
DATA 
 
Update on AnaCredit 
 
With reporting from a number of Central Banks going steady, AnaCredit is experiencing some teething 
issues, namely with regard to the correct identification of counterparties. Validation checks are, however, 
gradually improving the quality of the submissions and reducing errors. 
 
Central Banks that availed of the transitional period, including Bundesbank and Banque de France, started 
their data submission by end-March. For these Central Banks, the same iterative cycle of ‘trial and error’ 
will apply. 
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Internal data dissemination of information to Central Banks will only take place subject to achieving 
appropriate data quality. 
 
There are also ongoing discussions with regard to the establishment of feedback loops, a subject that is the 
competence of national central banks. From a preliminary analysis, it seems that only 10 of the 85 
attributes of information for each loan reported in the AnaCredit framework are not controversial for 
sharing back with reporting agents. The information that could be shared would deal with cross-border 
credit exposure of borrowers. 
 
The ECB’s AnaCredit Guideline could be updated on feedback loops sometime later this year, with date of 
entry into application being 2020. 
 
UK's FCA Credit Information Market Study 
 
On 17 April 2019, the UK's FCA issued its Business Plan for 2019/2020 which sets out the regulator’s key 
priorities for the coming 12 months. Among the initiatives listed, the FCA announces the launch of a Credit 
Information Market Study in summer 2019.  
 
According to the FCA, consumers’ credit information affects how likely they are to be able to get many 
financial services. Credit reference agencies provide this information to firms who use it to assess 
consumers’ credit risk and affordability. Consumers are likely to be harmed as firms may refuse, restrict or 
charge more for credit as a result. The FCA's market study will build on the responses to the FCA's 
consultation on Assessing Creditworthiness in Consumer Credit, collecting evidence to provide a better 
understanding of the potential for harm in this market and identify any necessary remedies. 
 
The findings of the Credit Information Market Study will also be part of the FCA's future strategy on Open 
Finance. (Click on the highlighted text to access the business plan) 
 
TECHNOLOGY 
 
Ethics guidelines on AI 
 
The European Commission has just announced ethics guidelines for governments, companies and 
international organisations, on developing artificial intelligence. The guidelines — which are not legally 
binding — includes a list of seven fundamental areas the EU hopes will produce trustworthy and effective 
AI technology. These include maintaining human autonomy, protecting personal data, and respecting the 
well-being of society and the environment. 
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The guidelines were created by the High-Level Group for AI, set up by the Commission in 2018. 
 
In its bid to turn the EU into a world leader in AI, the Commission is now launching a large-scale pilot phase 
for feedback from stakeholders based on the advice set out in the guidelines, with a long-term view to 
“bring this approach to AI ethics to the global stage”.  
 
In parallel, the Commission will organise further outreach activities, giving representatives of the AI high-
level expert group the opportunity to present the guidelines to relevant stakeholders in the Member 
States, including industry and service sectors, and providing these stakeholders with an additional 
opportunity to comment on and contribute to the AI guidelines. (Click on the highlighted text to access the 
guidelines) 
 
European Forum for Innovation Facilitators 
 
On 2 April 2019, the European Commission announced the launch of the European Forum for Innovation 
Facilitators (“EFIF”). The EFIF will serve as a joint platform designed to foster collaboration and experience 
sharing among European financial supervisors on their engagement with FinTech firms through sandboxes 
and innovation hubs.  
 
The EFIF is expected to contribute to the creation of a favourable environment for FinTech and to enable 
innovative firms to scale-up across the EU single market. Its establishment follows the recommendations 
set out in the 2019 ESAs’ joint report on regulatory sandboxes and innovation hubs. 
 
On an ad-hoc basis, the European Supervisory Authorities (“ESAs”) and EU Member States’ National 
Competent Authorities (“NCAs”) will also be joined by third-countries’ authorities to exchange best 
practices, identify regulatory obstacles and share knowledge. (Click on the highlighted text to access the 
announcement) 
 
Blockchain - Launch of INATBA 
  
In a bid to promote blockchain adaptation, the European Union (EU) has launched the International 
Association of Trusted Blockchain Applications (INATBA). The aim of the association is to bring together 
“industry, start-ups and SMEs, policy makers, international organizations, regulators, civil society and 
standard-setting bodies to support blockchain and distributed ledger technology (DLT) to be mainstreamed 
and scaled-up across multiple sectors”. 
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More than 100 members have signed INATBA's charter. A few notable members of the group include 
Accenture, IBM, and SWIFT. Major European banks like Barclays and BBVA also joined the group. Along 
with mainstream tech leaders and banks, an array of blockchain start-ups were also on boarded including 
bank-centric blockchain start-up Ripple, R3, crypto mining company Bitfury, ConsenSys, and IOTA. (Click on 
the highlighted text to access information on the association) 
 
AI can unlock SMEs’ potential 
  
Artificial intelligence has the ability to unlock the potential of the UK’s SMEs by making it easier for them to 
access credit, according to Bank of England governor Mark Carney. Speaking at the Innovate Finance global 
summit, Carney discussed how AI could help businesses in credit assessments, wholesale loan underwriting 
and trading, adding that digital innovation more broadly will improve bank supervision and create better 
services for consumers.  
 
This comment comes as ‘Big Tech’ companies are being criticised for failing to be transparent enough about 
the ethics of AI. The lack of a tech regulator has seen companies such as Google and Microsoft begin to 
self-regulate by setting up their own ethics boards, however the self-regulation has prompted concerns 
that firms aren’t going far enough. Reportedly, only a joint approach between the private and public 
sectors will be successful in building a consensus on the ethics of AI.  
  
Meanwhile, a report by the Chartered Institute of Personnel and Development has found that one third of 
British businesses have already invested in AI or automation. The report also showed that AI was having a 
mixed impact on jobs, with one in three firms saying it had led to more jobs, while a quarter said that it had 
to led to staff cutbacks. 
 
THE REST OF THE WORLD 
 
ICCR 
 
The International Committee on Credit Reporting (ICCR) – of which BIIA is a founding member, met in 
Poitiers, France on 4-5 April. BIIA was represented at the meeting by Joachim Bartels, Managing Director, 
and Neil Munroe, Deputy Managing Director.  
 
The meeting, hosted by the Banque de France, was attended by 38 participants representing 14 regulatory 
authorities, 4 credit reporting service provider associations; and 2 international finance institutions.  
 
During the meeting the ICCR covered the following topics: 
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• A discussion of the findings of the recent survey on cybersecurity in credit reporting  
• A discussion on the technical guidance notes that the Committee is looking to issue on Credit 

Scoring and Cybersecurity. 
• Approval of the Committee Charter and Operating Guidelines. 
• Agreement of the work plan for the coming the year.   
 

BIIA is taking an active role in all of these topics with Neil Munroe, chairing the Working Party that is 
leading the development of the guidance note on Cybersecurity, as well as being a member of the Working 
Parties on Credit Scoring and Governance.  
 
For reader’s information, the work of the Committee on cybersecurity in credit reporting will be one of the 
key items covered in the Regulatory Roundtable that BIIA is hosting in Bangkok on October 30th, prior to the 
2019 conference. For more details on the Roundtable and the Conference click here 
 
During the meeting members were informed that the Chairman of the Committee, Sebastian-A Molineus, 
would step down in July, The new Chairperson will be Mahesh Uttamchandani, Practice Manager for 
Financial Inclusion, Infrastructure & Access in the Finance, Competitiveness, and Innovation Global Practice 
at the World Bank Group. 
 
Australian Government announces major changes to their Privacy Law 
 
The Australian Federal Government has announced major changes to the Privacy Act 1988, including 
additional powers for the Office of the Australian Information Commissioner (OAIC), and tougher penalties 
for misuse of personal information. 
 
The Attorney-General stated that the Privacy Act required updating in response to the recent boom of 
online companies trading in personal data.  The amendments are intended to protect Australians 
(especially children) using the Internet, ‘without impeding the continued innovation and development of 
companies working in the online space.’ 

The new regime will increase the maximum penalties for misuse of personal information by entities 
covered by the Privacy Act, from $2.1 million for serious or repeated breaches, to the greatest of: 

 $10 million 
 three times the value of any benefit obtained through the misuse of information 
 10% of a company’s annual domestic turnover 
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The updated penalties will bring Australia more in line with the General Data Protection Regulation (GDPR) 
penalty regime, under which the maximum penalty for a company’s breach of privacy is €20 million or 2% 
of that company’s annual global turnover. 

Personal information is misused if it is used by an entity for a purpose that is not permitted by the Privacy 
Act.  Misuse may be deliberate or accidental invasions of privacy; common examples are the collection or 
disclosure of private information about an individual, without the individual’s consent (as required under 
the Privacy Act). 

The penalties will apply to multinational social media and online platforms operating in Australia, including 
tech giants Google and Facebook.  For some companies, fines under the new laws may exceed $100 million. 

The OAIC will be given powers to issue infringement notices for failure to cooperate with efforts to resolve 
minor breaches.  Backed by new penalties of up to $63,000 for companies, or $12,600 for individuals, it is 
hoped these powers will encourage collaboration and assistance.  The Government also intends to provide 
the OAIC with more options to ensure breaches are addressed, via third-party reviews, and/or publication 
of notices about specific breaches, in order to ensure individuals who are directly affected are aware of 
threats to their personal information. 

The recently announced 2019 budget includes a $25.1 million increase to the OAIC’s funding over the next 
three years, to handle the changes and enforce compliance.  This is on top of the 2018 $12.9 million 
increase received by the OAIC in relation to the Consumer Data Right regime. In addition to the above 
changes, online companies would be required to stop using or disclosing an individual’s personal 
information upon request. 

Specific rules have also been proposed to protect the personal information of children and other vulnerable 
groups. 

It is understood that legislation addressing the above changes will be released for public 
consultation later this year.      

* * * 
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