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Welcome to the thirty sixth monthly newsletter designed to keep BIIA members informed of the significant 
developments on the policy dossiers being worked on in Europe and in other geographical territories.  
 
BIIA would like to thank its fellow industry association, ACCIS (the Association of Consumer Credit 
Information Suppliers), for allowing us to re-use certain information that they have published on the 
regulatory developments within Europe.     
 
SUMMARY 
 
Our newsletter this month provides a number of updates on the subject of privacy, both in terms of GDPR 
in Europe and action taken further afield to reflect the growing concern by regulators in other territories 
around the world about the impact on the rights of individuals of the growing digital world we live in.  
 
Of note in the newsletter are several developments in the interpretation of GDPR both at a country level 
and through the courts, for example the Court of Justice of the European Union ruling on the Google case 
on right to be forgotten. This type of activity was predicted by many following the regulation coming into 
force and there is no doubt we will see further activity in the future as organisations and regulators seek to 
interpret precisely what the regulation means.    
 
We also cover in the newsletter a number of developments relating to data, including the launch of the 
independent report - ‘Data sharing in credit markets – Does comprehensiveness matter? sponsored by our 
sister association, ACCIS, which provides a comprehensive qualitative analysis of ‘non-traditional’ data and 
why its use in creditworthiness assessments should be complementary to traditional credit data types. We 
also report on a number of developments in the area of ‘Open Data’ both in Europe and further afield 
which will no doubt have an impact on the future of credit information.  
 
As readers will be aware the future of data is a key element of a number of the panel discussions that will 
take place at the 2019 Biennial Conference being held in Bangkok from October 30th to November 1st. More 
details on the subjects being discussed can be found by clicking here. To understand how data and other 
developments are changing the future of risk management we strongly recommend your register to attend 
as soon as possible, as registration will be closing very soon.  
 
We look forward to seeing readers of this newsletter in Bangkok. 
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IN EUROPE 
 
PRIVACY  
 
French Data Protection Authority views on keeping records of data processing activities 
 
Article 30 of the GDPR requires organizations to maintain internal records of data processing activities. 
These records are a key accountability tool under the GDPR for identifying, understanding and controlling 
data processing activities.  
At the end of July, the French data Protection Authority, the CNIL, published new templates for recording 
processing activities. The CNIL’s new templates include (1) a spreadsheet to list all the data processing 
activities of the organization concerned; (2) a spreadsheet that must be filled in per processing activity; and 
(3) an example of completed spreadsheet for a specific processing activity (i.e., processing of employee 
personal data for payroll administration), created by the CNIL to show how to fill in the records. 
 
The CNIL’s new templates for recording data processing activities (in French) are available by clicking here. 
 
New guidance from the ICO on data subject requests 
 
The UK's Information Commissioner’s Office recently updated a number of sections in its guidance on 
dealing with data subject requests, such as data subject access requests and requests for rectification or 
erasure. The updated guidance relates to: 
 
 how “one month” is calculated; 
 what constitutes a “manifestly unfounded” request; and 
 what constitutes an “excessive request” 
 
(Click on the following link to access the updated guidance on the ICO’s website) 
 
ICO's Regulatory Sandbox makes progress 
 
In previous newsletters, we have reported about the regulatory sandbox set up by the UK's Information 
Commissioners' Office. 
 
Over the summer, the first firms to participate in the sandbox programme have been chosen. A detailed 
plan for each sandbox participant will now be agreed before testing starts on the products and services 
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mailto:biiainfoasia@gmail.com
http://www.biia.com/
https://accis.us2.list-manage.com/track/click?u=cbf7106a0dc76b2bb8af055b5&id=199d6b6d5c&e=34b700dca6
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which are expected to complete by September 2020. (Click on the highlighted text to access the list of 
firms) 
 
EU Presidency issues amended proposal on EU e-Privacy Regulation 
 
The Finnish EU Council Presidency put forward to Member States, on 18 September, an 88-page 
compromise proposal on the e-Privacy Regulation with considerable changes and amendments. 
 
The Presidency proposes a new Article on Processing of electronic communications data for the purpose of 
detecting, deleting and reporting material constituting child pornography. 
 
There are some changes to the provisions on e-mail marketing since the July version. The text now says 
that ‘it is reasonable to allow the use of contact details for [an] electronic message within the context of an 
existing customer relationship for the offering of similar products or services. Such possibility should only 
apply to the same company that has obtained the contact details for electronic message in accordance with 
Regulation (EU) 2016/679 [GDPR].’ 
 
The proposal also includes a definition of direct marketing: ‘direct marketing communications’ means any 
form of advertising, whether written or oral, sent via a publicly available electronic communications service 
directly to one or more specific end-users of electronic communications services, including the placing of 
voice-to-voice calls, the use of automated calling and communication systems with or without human 
interaction, electronic message etc.’ (Click here to view the amended proposal) 
 
Google wins CJEU right to be forgotten case 
 
In a landmark case about privacy versus freedom of speech, the Court of Justice of the European Union 
ruled yesterday that Google does not have to remove links worldwide when responding to Right to be 
Forgotten (RTBF) requests. 
 
The court has now ruled that the RTBF applies only in the EU Member States; the operator is not required 
to carry out de-referencing on all versions of its search engine. It is, however, required to carry out that de-
referencing on the versions corresponding to all the Member States and to put in place measures 
discouraging Internet users from gaining access, from one of the Member States, to the links in question 
which appear on versions of that search engine outside the EU. 
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It points out that numerous countries outside the EU do not recognise RTBF or have a different approach to 
that right. However, it also says that EU Member States’ authorities remain competent to assess the 
situation regarding de-listing to achieve balance between privacy and freedom of information. 
 
The case goes back to 2015 when France’s Data Protection Authority, the CNIL, ruled that when responding 
to RFBF requests, US-based Google had to delist information from Internet search results globally. 
 
FINANCIAL SERVICES 
 
Market guidance on the implementation of PSD2  
 
At the end of July, the three European Credit Sector Associations (ECSAs) and the two associations of 
European Third Party Providers (TPPs) issued an action plan to ensure a smooth implementation of the 
final phase of PSD2 relating to new security and communication regulatory technical standards that will 
apply from 14 September 2019. 
 
In the plan, the parties commit to doing "everything reasonably possible to avoid 'customer detriment' of 
their mutual customers" within the applicable legal framework. They also recognise the need for neutral 
communication to payment services users about the changes brought by the introduction of new methods 
for Strong Customer Authentication.  
 
The European Commission welcomed the joint statement. (Click on the highlighted text to access the 
action plan and the response from the European Commission) 
 
DATA 
 
ACCIS-sponsored research: data comprehensiveness 
 
On the 11th September, the report ‘Data sharing in credit markets – Does comprehensiveness matter? 
sponsored by ACCIS, was presented at an event in Brussels. The report has been co-authored by 
researchers from ECRI-CEPS (the European Credit Research Institute of the Centre for European Policy 
Studies) and the University of Edinburgh. 
 
While it has long been established by the World Bank and other institutions that data sharing on borrowers 
improves customers’ access to credit, this study uses a rigorous econometric methodology to analyse how 
the comprehensiveness of shared data increases financial inclusion, increases the allocation of deposits to 
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credit activities, and lowers the risk of missed repayments. The study also provides a qualitative analysis of 
‘non-traditional’ data and why its use in creditworthiness assessments should be complementary to 
traditional credit data types. 
 
According to the study, more comprehensive credit data would facilitate access to credit for millions of 
vulnerable consumers in the EU. More comprehensive credit data would also decrease the risk of missed 
repayments. (Click on the highlighted text to access the report) 
 
UK Government Launches ‘Smart Data’ Proposals as Data-Portability Agenda Intensifies 
 
The UK government has released a consultation advocating the introduction of sweeping new 
requirements for service providers to share both consumer data (upon request) and data regarding their 
own products and services, with third parties. The proposals, released on 11 June 2019 by the Department 
for Business, Energy and Industrial Strategy (BEIS) in its Smart Data report and consultation, are indicative 
of a wider drive toward requiring companies to free up access to the data they hold. The drivers behind this 
include a desire to increase competition, foster the growth of data-driven services, and improve consumer 
choice. 
 
The proposals follow the introduction of a range of sector-specific initiatives in the UK and is part of a 
concerted government focus on digital strategy. At the heart of the proposals is the concept of “Smart 
Data,” or data that is “easily and instantly accessible” and capable of being “safely and securely transferred 
to third-party services”. In practice, this means consumers are entitled to require existing providers to 
share with chosen third parties — either immediately or on an ongoing, real-time basis and via a common 
format and means of transmission (APIs) — access to the data (including personal data) these providers 
hold about them. This is in addition to requirements for providers to share information about their own 
products and services in the same or similar ways (i.e. on an ongoing, real-time basis and via common 
format etc.). One example of the kind of new data-driven service that the Smart Data initiatives is trying to 
encourage is an app that tracks a consumer’s usage of a particular service, draws in market data from 
competing providers, and then prompts the consumer when better deals become available for his or her 
circumstances. 
 
While the General Data Protection Regulation already grants consumers a right to ‘data portability’ in 
relation to personal data held about them, Smart Data broadens this concept out significantly, both in 
terms of the way in which data must be shared (see above) and the type of data in scope (not restricted to 
personal data). In terms of the third party recipients of the data (e.g. the app provider in the example 
above), these parties will be subject to certain restrictions – while the precise rules are likely to vary from 
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one initiative to another, the report proposes that for certain high risk data (e.g. pensions) there should be 
a requirement to seek accreditation. 
 
TECHNOLOGY 
 
High-Level Expert Group on AI 
 
The European Commission's High-Level Expert Group on AI (AI HLEG) has agreed to extend the group's 
mandate, to continue building on its work and to increase the granularity and action ability of current 
deliverables. 
 
Deliverable 1 was the Ethics Guidelines on Trustworthy AI. The group will now aim to refine the Assessment 
List that operationalises those guidelines. Work on this deliverable has already started with the launch of 
the Piloting Process last June, where over 450 organisations have already registered; 
 
Deliverable 2 i.e. a set of 33 Policy and Investment Recommendations for Trustworthy AI will now be 
looked at from a sectorial point of view. This in-depth sectoral analysis will formally be Deliverable 4. 
 
The European AI Alliance, steered by the AI HLEG from the start of its mandate, will continue to be the 
main forum of discussion and to provide feedback for these two new deliverables. 
 
UK Regulators give evidence on IT and systems failures 
 
Representatives of the UK Financial Conduct Authority (FCA), UK Prudential Regulation Authority (PRA) and 
the Bank of England recently gave evidence to the House of Commons Treasury Select Committee in 
relation to IT failures in the financial services sector. 
 
The regulators discussed the need for firms to balance resources between taking pre-emptive action to 
prevent disruption and understanding how to react and recover when an incident does occur. The FCA 
noted that firms should not "focus on prevention at the expense of what to do when something happens." 
Firms were also encouraged to address incidents more broadly instead of focusing purely on resolving the 
IT problems. For example, it was noted that firms should communicate with customers more effectively, 
particularly with the speed with which news can spread on social media. The risk of a run on a bank in the 
event of an incident and the possible need for banks to increase their liquidity to respond to this was 
referred to as a potential risk associated with customers reacting on social media. 
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FINTECH 
 
EBA Report highlights the impact of FinTech on payment services and electronic money business models 
 
In July 2019, the EBA delivered a report on the current trends and drivers impacting the business models of 
payment institutions (PIs) and electronic money issuers (EMIs) (collectively referred to as Institutions) 
 
A number of so called “BigTech” firms (Google, Amazon, Facebook, Apple, Samsung) have already obtained 
PI/EMI licences, and existing players expect them to participate more actively in the EU payments sector. 
This is as a result of the level of development of: (i) innovative technologies, (ii) cloud services (iii) 
digital/mobile wallets; and iv) an increasing interest in the use of artificial intelligence, big data analytics 
and biometrics.  
 
The EBA's Report suggest that Institutions are facing different threats and challenges depending on their 
business models. The potential impact of active participation of the BigTech firms and the key 
dependencies on banks and card processors are observed to be the key threats to the sustainability of 
Institutions’ business models, along with the operation resilience, ICT security, operational capacity, 
regulatory changes and customer education.  
 
The Report however also says that the outlook for the payments and e-money sectors is quite positive in 
terms of revenues and profitability, with an overall expectation of an increased customer base and the 
introduction of new/revamped products, accompanied by an increase in internal FinTech developments 
and ICT spending. 
 
THE REST OF THE WORLD 
 
The Development of Open Banking in Australia 
 
As part of the initiative to facilitate Open Banking in Australia, the Treasury Laws Amendment (Consumer 
Data Right) Act 2019 passed into law on 1 August 2019. Open Banking involves opening up the use of 
banking customer data to third party providers to provide customers with new or enhanced financial 
services. It was pioneered in the United Kingdom by the regulatory actions of the UK competition authority. 
 
The amending Australian legislation, which will be enforced by the Australian Competition and Consumer 
Commission (ACCC), amends the Competition and Consumer Act 2010 and the Privacy Act 1988 to 
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introduce a new Consumer Data Right (CDR). This CDR is designed to unlock certain consumer data held by 
banks so that banking customers may permit this banking data to be shared with third party recipients. 
 
The CDR provides a framework for consumers to obtain information about themselves and products that 
they use from existing service providers such as banks. It provides a mechanism for consumers to then 
direct their service providers to share that information to other potential third party service providers. The 
customer data may relate to a wide range of products and will include, for example, mortgages and 
credit/debit cards. 
 
CDR legislation also allows consumers to provide disclosed information to “accredited persons” for use 
subject to privacy safeguards. Privacy standards are provided for in Part IVD of the CCA and include, 
amongst other things, mandatory notification upon collection of data as well as open and transparent 
management of consumer data. 
 
Reserve Bank of India (RBI) and Indian government working on law to create new database for borrowers 
 
India’s banking regulator and two government arms tasked with supervising companies and indirect taxes 
have come together to draft a law that will help create a central borrower database, which would help 
improve underwriting standards and allow financiers to give more loans to small businesses and individuals 
with limited credit histories.  
 
The RBI, the Ministry of Corporate Affairs and Central Board of Indirect Taxes and Customs (CBIC) are 
working on the bill that aims to enhance financial inclusion without compromising prudential lending 
norms.  
 
Furthermore, the central bank is also in advanced stages of finalising the company that would set up the 
proposed repository, known as the Public Credit Registry (PCR), from an earlier shortlist of six IT majors. 
They include Tata Consultancy Services, Dun and Bradstreet Credit Bureaus Ltd (a member of BIIA), Wipro, 
IBM India, Cap Gemini and Mindtree.  
 
China’s internet regulator warns app operators over data privacy 
 
China’s internet regulator has said that a large number of mobile apps need to take rectification measures 
for the over-collection of personal data, clamping down on the practice as the country’s over 800 million 
mobile users increasingly shop and order services exclusively online. 
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The National Computer Network Emergency Response Technical Team in its recent half-yearly report 
stated a national response to the problem is necessary. Beijing authorities last month censured several 
popular apps, including food delivery platform Ele.me and social commerce site Xiaohongshu, for over-
collection of user data. 
 
“A large number of apps exhibit abnormal behaviour, such as detecting other apps or reading and writing 
user device files, posing a potential security threat to the user’s information security,” the regulator wrote 
in the report. 
 
Moreover, a number of apps with a large download volume applied for permission to carry out tasks 
unrelated to their business, according to the regulator. 
 

* * * 
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