
 
 

Regulatory Monthly Newsletter 

1 
Copyright © BIIA 2019 - For Member Internal Use Only –  

To Request Permission to Publish Contact:  Neil Munroe at neilm@crsinsights.com  

Business Information Industry Association Asia Pacific – Middle East Ltd. 

Suite 4114 Hong Kong Plaza, 188 Connaught Road West, Hong Kong   Telephone: +852 2525 6120; Fax: +852 2525 6171;   E-mail: 

biiainfoasia@gmail.com; Home Page: www.biia.com 

 
 

Welcome to the thirty seventh monthly newsletter designed to keep BIIA members informed of the 
significant developments on the policy dossiers being worked on in Europe and in other geographical 
territories.  
 
BIIA would like to thank its fellow industry association, ACCIS (the Association of Consumer Credit 
Information Suppliers), for allowing us to re-use certain information that they have published on the 
regulatory developments within Europe.     
 
SUMMARY 
 
Our newsletter this month focuses on the topics of privacy and the use of new technology such as Artificial 
Intelligence (AI), Machine Learning and Block chain.  
 
On the subject of privacy, in this month’s edition, we cover a number of developments in the interpretation 
of GDPR both at country level and in Brussels, via the work of the European Data Protection Board. We also 
cover work on AI in Germany and the UK, the report by the Bank of England and the Financial Conduct 
Authority (FCA) on Machine Learning and the European Commission’s work on Block chain. As predicted in 
previous newsletters, these items show how regulators and policy makers are working hard to understand 
these new technological developments and how they are being deployed.  
 
Also in this newsletter we report on the inaugural BIIA Regulatory Roundtable held the day before the 2019 
Biennial BIIA Conference (see first article below). This event, the first of its kind to be organised by a trade 
association in our industry, is part of the continued work of the association to engage with regulators and 
policy makers in the Asian region.   
 
BIIA hosts inaugural Regulatory Roundtable at BIIA Conference in Bangkok, Thailand 
 
On the afternoon of October 30th, the day before the start of the 2019 Biennial BIIA Conference, BIIA 
hosted the inaugural Regulatory Roundtable for regulators and policy makers from the Asian region. The 
roundtable was held following approaches from a number of regulators and policy makers in the region to 
facilitate a forum to allow the interchange of information on key topics of interest to regulators and policy 
makers.  
 
14 regulators and policy makers from 8 countries attend the Roundtable, along with representatives from 
the International Committee on Credit Reporting (ICCR), the International Finance Corporation (IFC) part of 
the World Bank Group and BIIA.  
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The discussions at the Roundtable were held under ‘Chatham House’ rules and were moderated by Neil 
Munroe, the Deputy Managing Director of BIIA, Chair of the BIIA Regulatory Forum and a member of the 
International Committee on Credit Reporting.  
 
The key topics that were discussed were the impact of cybersecurity on the credit reporting eco-system 
and the impact and challenges of privacy following the implementation of the EU’s General Data Protection 
Regulation. As part of the round table, the International Committee on Credit Reporting shared their 
findings and recommendations on the impact of cybersecurity on credit reporting. 
 
Feedback from the regulators and policy makers who attended has been extremely positive with the 
request that BIIA organises a further roundtable in 2020 to continue discussions.   
 

                         
 
IN EUROPE 
 
PRIVACY  
 
Italian Code of Conduct on credit information systems 
 
On 12 September, the new Italian Code of Conduct for information systems (“Codice di condotta per i 
sistemi informativi gestiti da soggetti privati in tema di crediti al consumo, affidabilità e puntualità nei 
pagamenti") was approved by the Italian Data Protection Authority and published on the authority’s 
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website. The new Code adapts the old Code of Conduct to the changes introduced both by the European 
(GDPR) and national legislation on the protection of personal data and to the latest technological 
developments in the sector (Fintech). 
 
According to the new Code and in order to facilitate the proper functioning of the financial and credit 
markets, credit data may be processed without the consent of the interested parties, based on the so-
called legitimate interest of companies participating in credit information systems. Only data that is 
necessary, relevant and does not exceed the credit risk assessment purposes can be processed (Click on 
the highlighted text the code of conduct – in Italian). 
 
European Data Protection Board (EDPB): New Rules for Credit Reporting Systems in the Digital Economy 
 
Related to the above article, the European Data Protection Board has published in its News section on its 
website a post about the Italian Code of Conduct. 
 
In the post, the EDPB recalls that "in order to facilitate the proper functioning of the financial and credit 
market, the records may be processed without the data subjects’ consent, on the basis of the so-called 
legitimate interest of the companies participating in the credit reporting systems, while guaranteeing the 
wider rights set out in the European Data Protection Regulation" and that "only necessary, relevant data 
not exceeding the credit risk assessment purposes may be processed, by providing complete and timely 
information to the data subjects" 
 
The EDPB also recalls that the members of the new Code of Conduct have committed themselves to comply 
forthwith with the rules and principles, even if the text will become fully effective only upon completion of 
the accreditation procedure of the monitoring body which requires the favourable opinion the EU Data 
Protection Board (EDPB). 
 
This is the first time that the EDPB "acknowledges" legitimate interest as grounds for processing negative 
and positive credit data. (Click on the highlighted text to access the website post) 
 
ePrivacy Regulation  
 
A new draft version of the ePrivacy Regulation (“EPR”) has been released by the Council of EU Member 
States. Negotiations on the regulation have been deadlocked for a while, but seem to be gathering new 
momentum under the Finnish Presidency. (Click on the highlighted text to access the draft version of the 
regulation). 
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European Data Protection Board (EDPB) guidelines on the contractual lawful basis for processing for 
online services 
 
The European Data Protection Board (EDPB) recently adopted the final version of its guidelines on the 
contractual lawful basis for the processing of personal data in the context of online services under Article 
6(1)(b) of the GDPR.  
 
Necessity is a prerequisite for reliance on Article 6(1)(b). EDPB notes that if there are less intrusive 
alternatives compared to other options for achieving the same goal, the processing is not “necessary”. As 
such, EDPB clarifies that Article 6(1)(b) will not cover processing which is useful but not objectively 
necessary. 
 
In that regard, the guidelines include an example in connection to credit cards and profiling (pages 10 and 
11).  For example: take an online retailer that wishes to build profiles of the user’s tastes and lifestyle 
choices based on their visits to the website; completion of a purchase contract is not dependent upon 
building such profiles. Even if profiling is specifically mentioned in the contract, this fact alone does not 
make it ‘necessary’ for the performance of the contract. If the online retailer wants to carry out such 
profiling, it needs to rely on a different legal basis. (Click on the highlighted text to guidelines) 
 
German guidance on GDPR fines 
 
On 16 October 2019, the German data protection authorities (‘DPAs’) published their guidelines (in 
German) for calculating administrative fines under Article 83 of the GDPR. 
 
The Guidelines are intended to guide enforcement action by German DPAs against business ‘undertakings’. 
They do not apply to individuals or associations who are not acting in a business capacity. Importantly the 
methodology set out in the Guidelines for calculating fines is not intended to be exhaustive and will be 
subject to further specification by the European Data Protection Board. Further, the Guidelines are not 
expected to be binding in cases of cross-border processing or for any non-German DPA. (Click on the 
highlighted to access the guidelines in German) 
 
FINANCIAL SERVICES 
 
European Banking Authority (EBA) on loan origination 
 
The European Banking Authority (EBA) has published the 64 responses received to its consultation on draft 
Guidelines on loan origination and monitoring. Most responses come from banks, non-banking lenders 
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and their representatives. In relation to external databases, Eurofinas, that represents the specialised 
consumer credit providers in Europe, says that "a very diverse landscape exists across Europe for credit 
bureaus as well as other public registers, with regards to their existence, organisation and the type of data 
held". They also note that "in some Member States it is legally not possible to establish a credit register with 
both positive and negative credit data" and that ”while the use of external sources can be encouraged, one 
cannot rule out that in certain circumstances this is simply not relevant or necessary". The European 
Mortgage Federation, representing mortgage lenders in Europe, also states that "in some countries, 
information is only available on credit repayment incidents (negative information), and it is arguably not 
within the scope of the EBA guidelines to regulate the nature (positive or negative) of the credit registers in 
Member States." 
 
According to its tentative calendar, the EBA expects to finalise and publish the final report on the 
Guidelines in December 2019. (Click on the highlighted to access the responses and draft guidelines) 
 
EBA's Work Plan for 2020 
 
The EBA has just published its work plan for 2020. The programme includes a description of the EBA’s 
objectives for 2020, expected results and main outputs. It is focused on six strategic areas for 2020:  
 
1. Support the development of the risk reduction package and the implementation of the global standards 

in the EU 
2. Providing efficient methodologies and tools for supervisory convergence and stress testing 
3. Moving towards an integrated EU data hub and a streamlined reporting framework 
4. Making AML a real priority for the EU 
5. Contributing to the sound development of financial innovation and sustainability 
6. Promoting an operational framework for resolution 
 
The work plan refers to 37 separate activities. Of most relevance to the credit information industry are the 
following:  
 Activity 18: Innovation and FinTech. The EBA will continue to monitor financial innovation and identify 

areas where a regulatory and supervisory response might be needed. The EBA will prepare thematic 
reports on the monitoring of financial innovation and targeted reports on new developments, on 
business model changes, and risks and opportunities from FinTech, innovative products and emerging 
trends. 

 Activity 19: Consumer and depositor protection. The EBA will carry out follow-up work on the EBA 
Consumer Trends Report 2018/19 on indebtedness, responsible lending and creditworthiness 
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assessment, as part of the EBA’s supervisory convergence work on the MCD Guidelines on 
creditworthiness assessments. 

(Click on the highlighted to access the work plan) 
 
TECHNOLOGY 
 
German recommendations on how to regulate AI 
 
Last year Angela Merkel’s government tasked a new Data Ethics Commission with producing 
recommendations for rules around algorithms and A.I. The group’s report was presented last week (the 
original is in German, the English translation of the Executive Summary is here). 
 
The group—whose members work in academia, industry and regulation—insisted that algorithmic systems 
should be designed safely, to respect people’s rights and freedoms, protect democracy, ensure security, 
and avoid bias and discrimination. 
 
Of more relevance from an information industry perspective, the group also said that "there is an urgent 
need for the legislative framework in force to be fleshed out more clearly and strengthened in certain 
areas" including "the introduction of a much more detailed legislative framework for profiling, scoring and 
data trading". 
 
Much of what’s in the report could become a blueprint for the A.I. rules the EU are expected to pass next 
year, as promised by European Commission President-elect Ursula von der Leyen. 
 
TheCityUK on AI 
 
The CityUK has just launched a new report which looks at how A.I. is impacting UK-based financial and 
related professional services. The report explores the opportunities afforded by A.I. in these sectors, 
highlights the perceptions around barriers to adoption and adds to the ongoing debate about the role for 
government and regulatory bodies in shepherding A.I. adoption and innovation. 
 
The report concludes that A.I. has the potential to help the UK-based financial and related professional 
services industry deliver significant shareholder and customer value. There are several challenges that 
require further regulatory attention and public debate. The report also states that policymakers’ approach 
to emerging technology is also the first step in enabling public trust in A.I., proving that proper safeguards 
are in place to mitigate against consumer harm. (Click on the highlighted text to access the report) 
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UK's Bank of England (BoE) and Financial Conduct Authority (FCA)on Machine Learning 
 
The Bank of England and the FCA have recently published a joint report on the development 
and application of machine learning (ML) in UK financial services. This follows a joint survey to which 106 
firms responded, published in the first half of 2019. Key findings from the report include: (i) ML is 
increasingly being used in UK financial services; (ii) ML is entering more advanced stages of deployment, 
particularly within the banking, insurance, and compliance sectors; (iii) Firms do not see regulation as a 
barrier to development but additional guidance on how to interpret current regulation would be helpful; 
(iv) Firms believe the use of ML could amplify existing risks rather than create new ones, if insufficient 
safeguards or validation methods are used; and (v) ML applications are typically designed in-house within 
existing risk management frameworks. 
 
The Bank and the FCA have announced plans to establish a working group to explore some of the more 
technical areas covered in the report. (Click on the highlighted text to access the report) 
 
European Commission assesses future of block chain 
 
In October, the European Commission's Joint Research Centre published a flagship report exploring the 
challenges and impacts of block chain and distributed ledger technologies. The report offers an in-depth 
and practical understanding of block chain, moving beyond the hype surrounding block chain, and 
addresses how the technology can be used in finance, industry, trade and other areas of policy. The report 
also identifies ongoing and upcoming transformations in a range of sectors relating to distributed ledger 
technology and sets out an anticipatory approach for further exploration. This research is part of the EU's 
ongoing interest in block chain and fintech, starting with the Commission's horizontal task force on fintech, 
and the founding of the Block chain Observatory and Forum. 
 
Most notably, the report emphasises that distributed ledger technology has the potential to transform the 
way that we transfer assets, including legal contracts, data and services, but that existing policies and laws 
need to be reviewed to ensure they are fit for purpose. In particular, the report highlights the importance 
for consumer and data protection. Click here to access the report. 
 
FINTECH 
 
Applications to cohort 6 of the FCA's regulatory sandbox now open 
 
The FCA has opened its application process for firms wishing to join cohort 6 of its regulatory sandbox 
(“Sandbox”). The FCA will be accepting applications from now until 31 December 2019. 
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The Sandbox allows innovative businesses to test new products or services on a small scale and in a 
controlled environment with consumers. Since its launch in 2016, 131 firms have been accepted (out of a 
total of 375 applicants) and cohort 5 saw a record of 99 firms making applications. Key benefits of the 
Sandbox cited by firms currently in the Sandbox include: 

 regulatory engagement; 

 the opportunity to test products in a live environment; 

 the ability to identify flaws and fine-tune their offerings early on in the process; and 

 increased credibility with investors and customers. 
 
THE REST OF THE WORLD 
 
U.S. and UK sign landmark data-sharing agreement, the first under the U.S. CLOUD Act and UK Crime 
(Overseas Production Orders) Act 
 
The UK and United States have entered into a landmark agreement that will enable more efficient and 
effective access to electronic data for use in criminal investigations between their respective criminal law 
enforcement agencies. 
 
Under the Agreement, law enforcement, when armed with appropriate court authorisation, may now go 
directly to tech companies or communication service providers based in the other country to access 
electronic data, rather than going through governments. This development is expected to allow for more 
efficient and effective access to data and thus dramatically speed up criminal investigations and 
prosecutions involving electronic evidence of crimes. Although ostensibly targeted at the investigation of 
terrorism and child abuse cases, this new tool is potentially of far wider application. It is likely also to be 
used in cases involving fraud, corruption, money laundering, cyberattacks and other serious offences. 
 
                                                                                   ******** 
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