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Welcome to the 64th monthly newsletter 

designed to keep BIIA members 
informed of the significant 

developments on the policy dossiers 
being worked on in geographical 

territories that members operate in. 
 

BIIA would like to thank its fellow industry association, ACCIS, for allowing us to re-use certain information 
that they have published on regulatory developments within Europe.  
                                                                                                                                  
SUMMARY 
 
In this months newsletter, we report on a number of developments in the areas of credit reporting, data 
privacy, artificial intelligence (AI) and open data. Several of the articles on data privacy relate to the 
transfer of data across borders as regulators take action to protect the privacy of individuals with the 
continued significant growth in digital data. We also report on the development of regulatory responses to 
the use of artifical intelligence highlighting the ‘principles approach’ proposed by the UK government - a 
significant difference from the regulatory approach being worked on in the EU.  
 
We are keen to ensure that we cover as many relevant regulatory developments as we can in this 
newsletter so if you have any items you feel would be worth incorporating please do get in contact with 
Neil Munroe, Deputy Managing Director and Editor of the Regulatory Newsletter by email @ 
munroen@biia.com.  
 
Please be advised that due to the holiday season in many countries, the next newsletter will be published 
at the end of September. For those of you planning a vacation we wish you a pleasant and relaxing time.  

 
Credit Reporting 

USA - Consumer Financial Protection Bureau (CFPB) Issues Advisory to Protect Privacy When Companies 
Compile Personal Data 

In early July, the Consumer Financial Protection Bureau (CFPB) issued a legal 
interpretation to ensure that companies that use and share credit reports 
and background reports have a permissible purpose under the Fair Credit 
Reporting Act. The CFPB’s new advisory opinion makes clear that credit 
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reporting companies and users of credit reports have specific obligations to protect the public’s data 
privacy. The advisory also reminds covered entities of potential criminal liability for certain misconduct. 
According to the CFPB the advisory opinion will help to hold responsible any company, or user of credit 
reports, that violates the permissible purpose provisions of the Fair Credit Reporting Act. Specifically, the 
advisory opinion makes clear: 
 
 Insufficient matching procedures can result in credit reporting companies providing reports to entities 

without a permissible purpose, which would violate consumers’ privacy rights: For example, when a 
credit reporting company uses name-only matching procedures, the items of information appearing on a 
credit report may not all correspond to a single individual. That means the user of a credit report could 
be provided a report about a person for whom the user does not have a permissible purpose. 

 It is unlawful to provide credit reports of multiple people as “possible matches”: Credit reporting 
companies may not provide reports on multiple individuals where the requester only has a permissible 
purpose to obtain a report on one individual. They must have adequate procedures to find the right 
person, or else the result may be that they provide a report on at least one wrong person.   

 Disclaimers about insufficient matching procedures do not cure permissible purpose violations: 
Disclaimers will not cure a failure to take reasonable steps to ensure the information contained in a 
credit report is only about the individual for whom the user has a permissible purpose.   

 Users of credit reports must ensure that they do not violate a person’s privacy by obtaining a credit 
report when they lack a permissible purpose for doing so: The Fair Credit Reporting Act strictly 
prohibits anyone from using or obtaining credit reports without a permissible purpose. 

 
The advisory opinion also outlines some of the criminal liability provisions in the Fair Credit Reporting Act. 
Covered entities can face criminal liability for obtaining a background report on an individual under false 
pretenses or by providing a background report to an unauthorized individual. For example, Section 620 of 
the Fair Credit Reporting Act imposes criminal liability on any officer or employee of a consumer reporting 
agency who knowingly and willfully provides information concerning an individual from the agency’s files to 
an unauthorized person. Violators can face criminal penalties and imprisonment. To read the advisory 
opninon click here 
 
USA - Hyundai Ordered to Pay $19 Million in Penalties 

On July 26th, The Bureau of Consumer Financial Protection 
(CFPB) ordered Hyundai Capital America (Hyundai) to pay $19.2 million for 
allegedly providing inaccurate information to consumer reporting agencies, 
including, the CFPB alleged, wrongly report  ing that consumers were 
delinquent on loans and leases, in violation of the Fair Credit Reporting Act 
(FCRA). 
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In its press release, the CFPB stated that it received many consumer complaints that Hyundai furnished 
inaccurate credit information about consumer payments on loans and leases to consumer reporting 
agencies. The CFPB asserted that Hyundai furnished inaccurate information on more than 2.2 million 
customer accounts and identified many issues in its internal audits, but it “took years” to address the 
problems. 
More specifically, the CFPB states that Hyundai violated the FCRA by: 
 Failing to report complete and accurate loan and lease information, including failing to promptly update 

and correct information it had furnished to consumer reporting agencies that it determined was not 
complete or accurate; 

 Failing to provide date of first delinquency information to consumer reporting agencies when required; 
 Failing to modify or delete information when required, specifically that monthly updates by Hyundai’s 

furnishing system to consumer reporting agencies allegedly overrode manual corrections made by 
employees in responding to consumer disputes, which allegedly reintroduced the data error after it had 
been disputed and corrected; 

 Failing to have reasonable identity theft and related blocking procedures and continuing to report such 
information that should have been blocked on a consumer’s report; and 

 Failing to have written accuracy and integrity policies and procedures as required by Regulation V, 
specifically an alleged failure to review and update its credit reporting furnishing policies and procedures 
from 2010 to 2017. 

As a result of its investigation, Hyundai was ordered to pay a $6 million civil penalty and $13.2 million in 
restitution to current and former customers, as well as to take steps to correct all inaccurate account 
information.Click on the highlighted text to access the order and press release. 
 
Privacy 

European Union - European Commission criticizes Dutch DPA's interpretation of legitimate interest 

The European Commission (EC) has proactively reached out to the 
Dutch Data Protection Authority (DPA) to criticize its interpretation of 
legitimate interest under the GDPR. The criticism is in response to 
enforcement actions and guidance issued by the Dutch DPA in which 
it states that data processing for purely commercial interests can 
never be based on a company's legitimate interests. The EC views 
that this interpretation is too strict and conflicts with the GDPR, case 
law of the EU Court of Just  ice and guidance of the Article 29 Working 
Party (WP29) and European Data Protection Board (EDPB). In fact, the EC considers this interpretation to 
hamper business activities, as it severely limits businesses’ possibilities of processing personal data for 
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commercial interests. The EC has invited the Dutch DPA to change its views, but so far, the Dutch DPA 
indicated that it stands by its position. 
 
In its letter the EC makes it clear that the EC wishes the Dutch DPA to change its strict position. The EC 
explicitly states that categorically excluding commercial interests as potential legitimate interests 
undermines the fundamental freedom to conduct a business as enshrined in the Charter of Fundamental 
Rights of the EU. The EC furthermore views that the Dutch DPA's interpretation conflicts with the three-part 
test following from case law of the EU Court of Justice that must be applied when assessing whether a 
legitimate interest exists that outweighs the rights and freedoms of the data subjects. This three-part test 
consists of the following steps: 
 
1. establishment of the existence of a legitimate interest behind the processing; 
2. assessment regarding the necessity of the processing in question; 
3. balancing the legitimate interest of the controller with the fundamental rights and freedoms of the data 

subject. 
 
The EC views that the Dutch DPA disregards these steps as it stops its assessm  ent at the first step by 

determining that no legitimate interests exist in case of pure commercial 
interests, without even considering steps 2 and 3. 
The EC furthermore criticizes the Dutch DPA for disregarding existing 
guidance of the WP29 and EDPB, which does not categorically exclude the 
pursuit of purely commercial interests. The EC also reminds them that the 
recitals of the GDPR clearly state that certain purely commercial interests 
can be legitimate interests, such as direct marketing. Click on the 
highligheted text to access the letter from the Commission. 

 
European Union - European Data Protection Board (EDPB) Publishes Guidelines on Certification as a Tool 
for International Personal Data Transfers 
 
On June 30, 2022, the European Data Protection Board published draft guidelines on certification as a tool 
for transfers. These guidelines complement the EDPB’s earlier guidelines on certification and identifying 
certification criteria. 
 
These guidelines and the guidelines on codes of conduct as tools for transfers appear to be part of the 
EDPB’s broader response to the Schrems II decision issued by the Court of Justice of the European Union 
(“CJEU”), which invalidated the EU-US Privacy Shield framework. The approval of certification schemes 
expands the toolbox available under Art. 46 GDPR for lawfully transferring personal data outside the EEA. 
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The guidelines cover the creation of a certification mechanism for data 
importers, controllers and processors located outside of the EEA, in relation 
to a single processing operation or a set of operations. The certification 
would enable these data importers to demonstrate the existence of 
appropriate safeguards to address the specific risks associated with personal 
data transfers from the EEA-based entity. 
 

According to the guidelines, the data exporter in the EEA is responsible for ensuring that the data 
importer’s certification is effective in light of the characteristics of the intended processing and the law and 
practices in force in the non-EEA country. The guidelines specifically mention that the data exporter should 
verify that there is a contract or another legal binding instrument between the certified data importer and 
the certification body. 
 
The guidelines explain what is needed to set up such certification schemes. They also aim to help the 
Supervisory Authorities in reviewing and assessing certification criteria. Relatedly, on May 13, 2022, the 
Luxembourg Supervisory Authority was the first authority to adopt a national GDPR certification 
mechanism. Organizations in Luxembourg can obtain this certification to demonstrate that their data 
processing activities comply with the GDPR. However, this certification tool is not a transfer mechanism 
under Art. 46 GDPR. Click on the highligheted text to access the various guidelines. 
 
Republic of Ireland - Irish Data Protection Commission Moves to Block Meta Transfers 
 
On July 7, 2022, the Irish Data Protection Commission (the “DPC”) sent a draft decision to other EU data 
protection authorities, proposing to block Meta’s transfers of personal data from the EU to the United 
States. 
 
The DPC commenced an inquiry to assess the legality of Meta’s EU-U.S. 
transfers in the wake of the invalidation of the Privacy Shield in 
the 2020 Schrems II decision. The DPC’s draft decision, issued under the 
cooperation mechanism under Article 60 of the EU General Data 
Protection Regulation (“GDPR”), indicates that it does not consider the 
Standard Contractual Clauses relie  d on by Meta for its transfers to 
provide sufficient protection for personal data.  
 
Other EU data protection authorities have four weeks to comment on or object to the draft decision. 
Privacy activist Max Schrems observed that objections from other EU regulators are expected, stating that 
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“some major issues are not dealt with in the DPC’s draft.” Such objections would delay the DPC’s decision 
from becoming binding. 
 
UK - Government publishes the Data Protection and Digital Information Bill 
 
On 18 July 2022, the UK government released a draft version of its statutory instrument to reform the UK 
data protection regime. The Data Protection and Digital Information Bill (also known as the Data Reform 
Bill) puts the proposals which the UK government confirmed it would be taking forward in a previous 
consultation response into a draft legislative form. 
 
The Data Reform Bill’s changes to reduce the compliance 
burden for organisations generally aim at clarifying existing 
obligations under UK data protection law, or aim at achieving 
the same objectives through different means. Most of the Data 
Reform Bill’s amendments to the UK data protection regime 
have been already covered at a high level in the consultation 
response, although the Data Reform Bill also includes several 
additional amendments.  
 
Certain key changes under the Data Reform Bill include: 
 
Changes to reduce the compliance burden of organisations - As set out in its consultation response, the UK 
government aims to reduce the compliance burdens on businesses by giving them the opportunity to 
protect personal data in the most proportionate and appropriate manner. To that effect, the Data Reform 
Bill proposed changes, including: 
 

 Changes to existing requirements: the “privacy management programme” first identified in the 
consultation response modifies several obligations under the UK GDPR, including: 
o Data protection officers (DPO) replaced with senior responsible individual (SRI) 
o Records of processing activities (ROPAs) replaced by appropriate records of processing personal data 

(ARPs) 
o Impact assessments replaced by assessments of high risk processing 

 Removal of the requirement to appoint a UK representative: 

 More flexibility in security measures 

 Exemptions for the legitimate interests balancing test 

 Additional hurdles for data subjects to exercise data subject rights (DSR) and make complaints 

 Easier to achieve anonymisation 
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 Further processing of personal data 
 
Facilitating the use of data for research, archival and statistical purposes - As stated in the consultation 
response, the UK government aims to simplify legal requirements around research in order to boost 
innovation in the UK. To that end, the Data Reform Bill includes several amendments to permit or clarify 
further processing for RAS purposes, such as introducing statutory definitions for scientific research, 
historical research, and statistical purposes, and permitting organisations to rely on prior consent when 
conducting scientific research where it was not possible to fully identify the purposes of processing at the 
time consent was sought. 
 
Changes to direct marketing and cookie rules - The UK’s Privacy and Electronic Communications Regulations 
(PECR) is also amended by the Data Reform Bill. 
 
Changes to the UK data protection authority - The Data Reform Bill reforms the Information 
Commissioner’s Office, the UK data protection authority, by abolishing it and replacing it with a body 
corporate, the Information Commission. The Data Reform Bill amends the powers, and obligations of the 
UK data protection authority as outlined in the consultation response, such as introducing the power to 
require individuals to attend interviews and a time limit to issue a penalty notice within six months from the 
day it issues a notice of intent. Broadly however, the role and responsibility of the UK data protection 
authority will remain the same. The Data Reform Bill also requires the UK data protection authority to 
produce an annual report on UK GDPR investigations and the exercise of its enforcement powers, which 
would no doubt be welcomed by organisations seeking to understand more about the UK data protection 
authority’s enforcement practices. 
 
Artificial Intelligence 
 
European Union - AI Act 
 

On June 30th, Members of the IMCO and LIBE Committees reconvened to 
consider the amendments tabled related to the AI Act proposal. During 
the discussions, there was no reference to credit scoring/ 
creditworthiness assessment. Preliminary discussions between 
Rapporteurs and Shadows regarding the compromise amendments 
started in July and will resume after summer. The next joint meeting of 
the two Committees will take place in late September. 

 
As for the JURI’s Report on the Act, the final text has not been published yet, and the date of its vote has 
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not been confirmed either. In the Council, the Working Party on Telecommunications and Information 
Society held a policy orientation debate on 5th July. 
 
UK - Government announces its proposals for regulating AI 
 
On 18 July 2022, the UK government published its cross-sector proposal for regulating artificial intelligence. 
The proposal outlines what is referred to as a ‘pro-innovation’ regulatory framework which is underpinned 
by a set of six core principles that seek to address the key risks associated with AI. 
 

These principles are intended to be initially introduced on a non-
statutory basis and apply across all UK industries. They will then be 
further supplemented by ‘context-specific’ regulatory guidance 
and voluntary standards that are expected to be developed by UK 
regulators such as the Informa tion Commissioner’s Office (ICO), 
Competition and Markets Authority (CMA), Ofcom, Medicines and 
Healthcare products Regulatory Agency (MHRA), and Equality and 
Human Ri  ghts Commission (EHRC). 

 
The proposal represents a potentially con  siderable divergence from the EU’s draft AI Act, which was 
announced last year, that seeks to introduce a more prescriptive and standardised approach to AI 
regulation across industries. By comparison, the UK appears to be moving towards a more light-touch and 
risk-based approach which is based on proportionality. With the practical requirements that organisations 
will be expected to implement being determined based on the industry and context in which the AI system 
is being deployed. 
 
Two of the most controversial elements of the EU AI Act have been the definition of what constitutes an AI 
system that falls within its scope and how the regulation’s requirements are divided between different 
actors such as developers, distributors and users. 
 
The UK proposal seeks to develop a more flexible definition of AI, which is based on two key characteristics 
that such technologies exhibit. These being the ‘adaptiveness’ of the technology to new environments and 
situations (i.e., the software being non-deterministic) and its autonomy in being able to make 
determinations and decisions once developed. 
 
Equally, while the EU AI Act prescribes which obligations will apply to different parties, the UK government 
is proposing a more context-specific approach, where the regulatory standards will apply to the actor in the 
AI lifecycle that creates the relevant risks. However, it is likely that further clarity will be required in this 
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area from either the government or regulators, in order to provide organisations with sufficient legal 
certainty. 
 
The six core principles put forward in the paper are intended to address a number of key challenges 
identified by the government, including a lack of clarity on the application of existing UK laws in this field 
and the failure of those laws to adequately address specific risks associated with AI. The principles include: 
 
 Product safety – proportionate measures need to be taken to address the risks of AI systems 

compromising the physical safety of individuals, such as in the critical infrastructure and healthcare 
sectors. 

 Technical security and reliability – in order to ensure that consumers and the public have confidence in 
the proper functioning of AI systems, they must perform reliably under normal conditions and be 
resilient to security threats. These metrics should be tested and proven. Additionally, data used in 
training and deployment should be relevant, high quality, representative and contextualised. 

 Transparency and explainability – AI systems need to be appropriately transparent and explainable so 
that their outcomes can be understood. This may involve providing information in relation to the nature 
and purpose of the AI system, the data being used in training the system, and the logic and processes 
used in development. 

 Fairness – where there is the potential for a high impact on individuals, then the outcomes of AI systems 
should be justifiable and not arbitrary. Regulators will be expected to define what fairness means in the 
context of their sector or domain. 

 Legal responsibility – accountability and liability for the outcomes produced by AI systems must always 
rest with an identified or identifiable legal person. 

 Rights of redress and contestability – where individual rights have been affected, organisations should 
ensure that decisions made by AI can be contested where proportionate and contextually appropriate. 

 
With respect to each of these six principles, regulators will be expected to consider their relevance to the 
sector or domain in which they operate, and introduce proportionate guidance and standards to support 
practical implementation and operationalisation by organisations. 
 
Further details on the six core principles and t he broader regulatory 
framework for AI are intended to be published as part of a UK 
government white paper later this year. In the meantime, the current 
draft proposals are subject to public consultation by the Office for 
Artificial Intelligence, which will remain open until 26 September 2022. 
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Financial Services 
 
UK - Financial Conduct Authrority (FCA) on Consumer Credit 
 
The UK FCA has recently written twice to the CEOs of consumer credit firms (here and here). In the second 
communication, the FCA promoted open banking but not in isolation:  

  
"Similarly, we are seeing more examples of firms seeking to use Open 
Banking (OB) as a means of assessing customers’ ability to afford a loan. OB 
introduces innovation to the market and potentially increases firms’ 
confidence in the ability to predict customers’ likelihood and capability to 
repay. Nevertheless, we are concerned that it may result in a firm placing an 
overreliance on  OB data or failing to consider how other data or sources of 
information should be used alongside OB to provide a more holistic picture 

of the customer’s situation. We will continue to monitor developments in the use of nontraditional data 
items e.g. OB and social media, as a way of assessing customers’ financial circumstances."   
Click on the highlighted text to access the letters from the FCA. 
 
Data 
 
China - Cyberspace Administration of China Publishes Required Measures on Security Assessment for 
Data Exports 

The Cyberspace Administration of China (“CAC“) released on 7 July 2022 the Measures of Security 
Assessment for Data Export (“Measures“). The new Measures provide much needed clarity with respect to 
the general requirement to perform a security assessment prior to cross-border transfers of personal data 
set forth in Article 38 of the Personal Information Protection Law of the People’s Republic of China (“PIPL“). 

The Measures apply to exports of personal data outside of China, only in following circumstances: 

 The export of any important data, which is broadly defined as data that may endanger national security, 
economic operation, social stability, public health, and safety once it is tampered with, destroyed, 
leaked, or illegally obtained or used. 

 The export of personal information by a Critical Information Infrastructure (“CII“), such as public 
communication and information service, energy, transportat ion, water resources, finance, public 
services, e-government affairs, science, technology, and industry for national defense. 
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 Any export of personal information conducted by a data processor that 
processed personal information of one million individuals or 
more during its operations. 

 Any export of personal information conducted by a data processor that 
since January 1 of the previous year cumulatively exported personal 
information of more than 100,000 individuals or the sensitive personal 
information of more than 10,000 individuals. 

 Other circumstances that may be later designated by the CAC. 

For exports that fall within the Measures’ scope, data processors are required to conduct the following 
procedure before the exportation of personal data: 

1. Self-assessment. The self-assessment shall focus on (i) the purpose, scope, and methods of the data 
export; (ii) the sensitivity of the exported data and the risks it imposes on national interest and 
individuals’ rights; (iii) the duties and obligations committed to by the foreign recipient; (iv) the risks 
of a data breach during and after the export; (v) the legally agreed responsibilities and obligations 
for the data security protection concluded by the parties (“Legal Instruments“), and; (vi) other 
matters that may affect the security of the data export. 

2. Applying for government security assessment. The data processor shall submit to the provincial 
CAC (i) an application letter; (ii) the self-assessment report; (iii) Legal Instruments, and (iv) any 
other materials required by the CAC. The CAC shall have a total period of 57 working days to review 
the application, with a possible extended reasonable period. The CAC review shall focus on similar 
factors to the self-assessment. Once a determination is achieved and sent, the data processor shall 
have 15 working days to apply for re-assessment. 

3. Security assessment renewal. The data processor shall re-submit the government security 
assessment every two years, and in any circumstances change. 

The Measures will come into effect on 1 September 2022, with an additional grace period of six months to 
rectify data exports that occurred prior to the effective date. 

---------------------------------------------- 
More information on the latest regulatory developments from across the globe is available on the BIIA 

website in the Regulatory section                                       
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