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Welcome to the 65th monthly newsletter 

designed to keep BIIA members 
informed of the significant 

developments on the policy dossiers 
being worked on in geographical 

territories that members operate in. 
 

BIIA would like to thank its fellow industry association, ACCIS, for allowing us to re-use certain information 
that they have published on regulatory developments within Europe.  
                                                                                                                                  
SUMMARY 
 
In this months newsletter, the first since the summer break, we have a strong focus on data in terms of 
privacy and security with regulators in a number of countries taking action to ensure citizens data is 
protected. As regulators continue to become more aware of the growth in data as a result of the digital 
evolution we will no doubt continue to see further action being taken.  
 
We are keen to ensure that we cover as many relevant regulatory developments as we can in this 
newsletter so if you have any items you feel would be worth incorporating please do get in contact with 
Neil Munroe, Deputy Managing Director and Editor of the Regulatory Newsletter by email @ 
munroen@biia.com.  
 
Company Data 

UK - Register of overseas entities goes live 

On 1st August 2022, the new register of overseas entities that hold 
registrable UK real estate was launched. Under the regime, an 
overseas entity that holds or wishes to acquire certain types of UK 
real estate (including freehold interests and leasehold interests 
granted for more than seven years from the date of grant) will need 
to register with Companies House and provide details of its 
“beneficial owners” and (in some cases) managing officers.  
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If a beneficial owner is a trustee, information about the trust will also need to be provided. Much of the 
information about the overseas entity and its beneficial owners will be publicly available (although trust 
information will only be available for inspection by the tax authorities).  
 
An overseas entity that already holds this type of UK real estate and was registered as the proprietor 
pursuant to an application made to HM Land Registry on or after 1 January 1999 and before 1 August 2022 
must register within six months of the regime coming into force (i.e. by 31 January 2023). Overseas entities 
that wish to register new acquisitions of this type of real estate at HM Land Registry will not be able to do 
so from 5 September 2022 without being registered under the regime. 
 
It will not be possible for an overseas entity to apply for registration unless a “relevant person” (such as a 
lawyer or accountant) first verifies the information to be provided to Companies House. Before a “relevant 
person” can verify information on an overseas entity, it will itself need to register with Companies House.  
 
Data 

European Union - European Court of Justice (ECJ) on special data categories and the implications for CRAs 
 
On 1 August 2022, the Grand Chamber of the European Court of Justice 
(CJEU) issued a preliminary ruling in case C-184/20 on the questions 
referred to it by the Regional Administrative Court of Vilnius, Lithuania 
(the Referring Court), concerning the interpretation of special 
categories of personal data within the meaning of Article 9 of the 
General Data Protection Regulation 679/2016 (the GDPR). 
 
 With its second question, the Referring Court sought to know whether Article 9(1) GDPR applied to 
personal data that could "disclose indirectly" sensitive information about a person. In particular,  the 
relevant Lithuanian law required the publication of the name of the partner of the public official, which 
could indirectly reveal the person's sexual orientation. The CJEU ruled that, although the personal data at 
issue are not, inherently, special categories of personal data under the GDPR, it is possible to deduce from 
the name-specific data relating to the partner of the declarant certain information concerning the sex life or 
sexual orientation of the declarant. Therefore, the publication of these data indirectly reveals sensitive 
information and must therefore be interpreted as constituting a processing of special categories of personal 
data, which falls under the prohibition of Article 9(1) GDPR. 
 
This interpretation of GDPR may require the application of an Article 9 exemption to many more types of 
processing where there is potential for special category data to be inferred: for example, if an inference of 
religious belief could be drawn from CCTV footage of those entering a church, the judgment may make it 
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harder to justify using CCTV around such sensitive locations. As a result, organizations - including CRAs will 
possibly have to review whether their databases may infer special categories of data. Such inferences may 
be particularly hard to eliminate when using machine learning or AI. Removing sensitive categories of data 
from a database may not suffice to escape the requirements of Article 9 of the GDPR. Instead, controllers 
will also need to assess whether the application does not use any proxies or inferences of sensitive data. If 
the processing operation is liable to fall under Article 9 of the GDPR, it must be justified by one of the legal 
bases permitting the use of special categories of data, such as consent, which can have a significant impact 
on those activities. Click on the highlighted text to access the ruling. 
 
USA - Consumer Finance Protection Bureau (CFPB) warns insufficient data security measures may violate 
Consumer Financial Protection Act 
 
On Aug. 11, 2022, the U.S. Consumer Financial Protection Bureau (CFPB) issued Circular 2022-04, (Circular) 
indicating that financial institutions and service providers that fail to adopt sufficient data security 
measures to protect consumer financial data may violate the Consumer Financial Protection Act (CFPA) 
provision prohibiting unfair acts and practices. The CFPB indicates that whether a financial institution’s 
security program is adequate under the CFPA is a fact-intensive question, but the agency does offer some 
basic examples of what it may consider required. 
 
The CFPA prohibits unfair acts or practices, which are defined as an act or practice that:  
 causes or is likely to cause substantial injury to consumers, 
 is not reasonably avoidable by consumers, and 
 is not outweighed by countervailing benefits to consumers or competition.  
 

The CFPB warns that inadequate data security measures that fail to 
protect consumer data can cause all three results, and that actual 
injury is not required to find an unfair or deceptive act. Additionally, 
a breach or intrusion is not necessary for the CFPB to find that a 
financial institution’s data security practices are unfair.  

 
Specifically, the Circular provides three examples of data security measures that, if absent, may indicate a 
financial institution has inadequate data security measures. These include: 
 Multi-factor authentication (MFA) 
 Password management policies and practices 
 Timely software updates 
Click on the highlighted text to access the circular 
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USA - CFPB rule Digital Marketing Providers are subject to Consumer Protection Regulations 
 

In August, the CFPB issued an interpretive rule clarifying that 
"digital marketing providers that are materially involved in the 
development of content strategy would not fall within the "time 
or space" exception" to the definition of the term "service 
provider" under the Consumer Financial Protection Act 
("CFPA").  
 
As a result, the CFPB affirmed that digital marketing providers 
for financial firms can be subject to traditional service provider 

regulations and thus be held liable for engaging in unfair, deceptive or abusive acts or practices.The 
interpretive rule states that under the CFPA regulations, a service provider is "any person that provides a 
material service to a covered person in connection with the offering or provision by such covered person of 
a consumer financial product or service."  
 
The exception states that "a person is not a service provider solely by virtue of such person offering or 
providing to a covered person time or space for an advertisement for a consumer financial product or 
service through print, newspaper, or electronic media." Digital marketing firms typically contribute material 
information to content strategy plans by identifying (i) prospective customers or (ii) behavioral tendencies 
that help target areas to place content to bolster consumer engagement.  
 
The CFPB issued the interpretive rule "to address digital marketing providers that commingle the targeting 
and delivery of advertisements to consumers, such as by using algorithmic models or other analytics, with 
the provision of advertising "time or space." Click on the highlighted text to access the ruling. 
 
Privacy 

Hong Kong - Office of the Privacy Commissioner for Personal Data released guidance note on data 
security measures for information and communications technology 
 
'In the light of the more extensive use of information and communications technology with the growth of 
hybrid working and hybrid learning, the Office of the Privacy Commissioner for Personal Data in Hong Kong 
(“PCPD”) released the “Guidance Note on Data Security Measures for Information and Communications 
Technology” (“Guidance”) on 30 August 2022.  
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The Guidance sets out recommendations relating to data security measures for data users’ information and 
communications technology (“ICT”) systems, so that data users can fully comply with the requirements of 
the Personal Data (Privacy) Ordinance (Cap. 486) (“PDPO”).  
 
The Guidance briefly discusses the requirements under the PDPO and lists recommended data security 
measures for ICT in the following areas through the use of case studies and illustration diagrams: 
 
1. data governance and organisation measures: formulation of internal policies on (i) data security risk 

assessments and (ii) handling data security incidents; 
2. risk assessments: (i) risk assessments of data security to test the new systems and applications and (ii) 

ongoing risk assessments after the launch of such systems and applications; 
3. technical and operational security measures: (i) adoption of physical access controls to limit access to 

locations of ICT assets and (ii) periodic reviews to make sure system settings meet the current 
requirements; 

4. data processor management: (i) assessments to assure engagement of qualified data processors only 
and (ii) requesting data processors to report all data security incidents promptly; 

5. remedial actions in the event of data security incidents: (i) termination of affected information and 
communication systems promptly where practicable and (ii) informing the PCPD and other law 
enforcement agencies or regulators, where applicable, in a timely manner; 

6. monitoring, evaluation and improvement: data users may engage external experts to monitor 
compliance with the data security policy and evaluation of the effectiveness of the data security 
measures regularly; and 

7. recommendations about data security measures for Cloud Services, “Bring Your Own Device” and 
Portable Storage Devices. 

To access a full copy of the Guidance, please see here. 
 
India - Government withdraws long-awaited Personal Data Protection Bill 

On 3 August 2022, the Indian Central Government withdrew the 
Personal Data Protection Bill, 2019 (PDP Bill). The PDP Bill, which 
has drawn criticism from both privacy advocates and industry 
stakeholders, was first published in 2018 and was to be India’s first 
law on the protection of personal data. A government notice 
stated that the decision came following a review by the Joint 
Parliamentary Committee (JPC) and its subsequent report 
published in December 2021, which suggested a long list of 
amendments and recommendations. 
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The Indian government will now need to go back to the drawing board and present a new bill, which is 
expected later this year/early next year. Timing of the new draft bill is still uncertain, however, if the new 
bill includes the amendments suggested by the JPC, it is expected that it will move faster than the PDP Bill, 
potentially coming into force in 2024. 
 
Indonesia - Personal Data Protection Law 
 
On 20 September 2022 the draft of the Indonesian Personal Data Protection Law ("PDP Law") was approved 
to become law by the Indonesian Parliament (Dewan Perwakilan Rakyat Republik Indonesia). The PDP Law 
is currently waiting to be passed by the President (when it will also be allocated a law number), and then 
issued to the public.  
 
Based on the latest draft PDP Law that is available on the Indonesian Parliament's website (as of 20 
September 2022), the PDP Law will contain 16 chapters and 76 articles.  
The government is hoping that the PDP Law can provide more certainty and clarity on personal data 
protection in Indonesia, with the intention to provide better protection to data subjects. But the PDP Law 
will also affect how businesses can process personal data. 
 
The latest draft PDP Law indicates that it will apply to every 
person, entity, public institution and international organization 
that processes personal data in Indonesia, or outside of Indonesia 
but with a legal impact in Indonesia and/or on Indonesian data 
subjects outside of Indonesia. The PDP Law will not apply to 
personal data processing by individuals on private or household 
matters.  
 
In addition, the PDP Law will have a transitional period of two years (after it is en  acted), within which all 
parties that do personal data processing must adjust their personal data processing practice in line with the 
PDP Law. The term "personal data processing" is not defined in the latest draft. But Article 16.1 of the latest 
draft PDP Law states that personal data processing includes collecting, managing, analyzing, storing, 
revising, updating, displaying, announcing, transferring, disseminating, disclosing, deleting and destroying 
personal data, which effectively means any use of personal data.   
 
Under the latest draft PDP Law, data controllers are now required to notify data breach incidents to the 
relevant data subject within three days, by informing about (i) the affected personal data that is disclosed; 
(ii) when and how the data is disclosed; and (iii) the data controllers' efforts to handle the incident. Apart 
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from the data subject, the data controller must also notify the data protection authority - which will be 
established in the future as mandated by the draft PDP Law. 
 
Data controllers that intend to do a merger, consolidation, acquisition, spin-off, or dissolution must notify 
data subjects on the transfer of their personal data twice, i.e., before and after the corporate action. The 
notification can be given either personally to each data subject or given through a newspaper 
announcement. There is no further provision on the notification, or the contents of the notification, though 
a further government regulation on this requirement is expected. As such, this notification can be given 
together with other required notifications (e.g., a newspaper announcement for an acquisition under the 
Indonesian Company Law). 
 
The Ministry of Communication and Informatics (Kementerian Komunikasi dan Informatika) is currently the 
supervisory authority on the operation of electronic system operators, including matters related to 
personal data protection compliance. But the latest draft PDP Law introduces a specific data protection 
authority, though it does not provide the name of the authority.  That data protection authority will be an 
institution established by the President by virtue of a Presidential regulation, and will report directly to the 
President. 
The authority will have very broad duties and authorities, from drafting and stipulating policies and 
guidelines to imposing administrative sanctions. It is also possible that this authority will provide technical 
guidance on the implementation of the PDP Law, along with other data protection issues.  
 
There are two types of sanctions under the latest draft PDP Law, i.e., administrative sanctions and criminal 
sanctions. 
 
Administrative sanctions will be imposed for violation of the data privacy related requirements, such as the 
lawful basis requirement, the corporate action announcement requirement, and the data protection officer 
appointment requirement. 
The administrative sanctions will include warning letters, temporary suspension of data processing 
activities, deletion of personal data, and/or administrative fines (the amounts of which are not yet 
determined). 
 
Criminal sanctions are imposed for violation of any of the following prohibitions: 
 Prohibition to unlawfully collect personal data of others with an intention to benefit/enrich oneself or 

other parties that causes losses to the data subject 

 Prohibition to unlawfully disclose personal data of others 
 Prohibition to unlawfully use personal data of others 
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The criminal sanctions are in the form of a monetary penalty of IDR 4-6 billion and/or imprisonment of 4-6 
years, depending on the crime.  
 
Cybersecurity 
 
European Union - European Commission Adopts Proposal for Cyber Resilience Act 
 

On September 15, the EU Commission published a proposal for a Cyber 
Resilience Act (Proposed CRA), which builds on the 2020 EU Cybersecurity 
Strategy and the 2020 EU Security Union Strategy, with the aim of ensuring 
the cybersecurity of products with digital elements and the provision of 
sufficient information to consumers about the cybersecurity of the products 
they buy and use. 
 

The Proposed CRA applies to hardware and software products that are connected directly or indirectly to 
another device or network (Digital Products), exempting those for which there are existing EU rules, such as 
medical devices, motor vehicles, aviation, or products designed for military, classified, or national security 
purposes. 
The Proposed CRA further distinguishes certain Digital Products regarded as critical into class I and II, as set 
out in Annex III, with class II representing products considered to be higher risk and necessitating stricter 
compliance requirements.  
 
The Proposed CRA imposes obligations on manufacturers, importers, and distributors of Digital Products to 
the EU market to, generally, ensure that the relevant products comply with the essential cybersecurity 
requirements, which are primarily set forth in Annex I of the Proposed CRA. 
 
For the manufacturers, they must, among other things: 
 perform security requirements by conducting conformity assessment of their Digital Products with 

cybersecurity requirements in Annex I; 
 put in place vulnerability handling requirements by identifying and reporting vulnerabilities and 

facilitating the reporting of vulnerabilities by users; 
 document product technical components and instructions to users; and 
 ensure that conformed products have CE markings. 
 
Distributors and importers of Digital Products to the European Union must also ensure that the products 
meet  the conformity requirements before placing them in the European or report any non-conformity to 
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market surveillance authorities. However, they may be deemed to acquire manufacturers’ status (and 
liabilities) where such products are placed in the EU market under their brand name or trademark.  
 
As is typical for EU legislations, the Proposed CRA requires member states to 
determine the nature and manner of the administration of penalties for non-
compliance. To ensure conformity of the punitive measures across the 
European Union, the Proposed CRA imposes fines of up to 15 million euros 
($14.5 million) or 2.5% of the total worldwide turnover for the preceding 
financial year, whichever is higher, for non-compliance with the rules. Member 
states may also impose any other corrective measures. 
 
The Proposed CRA will become applicable 24 months after its coming to force, but manufacturers will be 
expected to comply with reporting obligations 12 months after its entry to force.  Click on the highlighted 
text to access the various documents. 
 
Vietnam - New official guidance on Vietnam’s data localization requirements 
 
Since its issuance (i.e., 12 June 2018), Vietnam’s Cybersecurity Law (No. 24/2018/QH14) has provided for 
controversial data localization regulations that raise huge concerns from businesses (domestic and 
international), as the regulations can greatly impact their operations in Vietnam due to the ambiguity and 
vagueness. The law provides that domestic and foreign enterprises that provide services on 
telecommunications network, the Internet network, or value-added services on cyberspace in Vietnam and 
collect, exploit, analyze or process data on personal information, data on service users’ relationships or 
data created by service users in Vietnam must locally store this data for a period set forth by the 
Government. Further, it stipulates that foreign enterprises shall open a branch or representative office in 
Vietnam. 
 
Given the deficiency of official guidance, such regulations have been stagnant for a while, since the law 
came into effect (i.e., 1 January 2019). The Vietnamese Government, therefore, has worked very hard on 
creating a detailed guidance with the hope of bringing those regulations to life. After several rounds of 
drafting, on 15 August 2022, the Government finally issued an official guidance on these data localization 
requirements in its decree (No. 53/2022/ND-CP), which took effect on 1 October 2022 (“Decree 53”).  
 
Decree 53 requires the following data, among others, must be stored locally (“Subjected Data”): 
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Decree 53 does not provide for a specific form of data storage and leaves this up to the enterprises. As a 
result, the enterprises may decide how to store the Subjected Data at its convenience and discretion.  
 
The regulatory period for local data storage above commences from the date the enterprises receive a 
request from the authority until the ending time as mentioned in the request, but no less than 24 months. 
The period for maintaining the local presence in Vietnam commences from the date the enterprises receive 
a request from the authority to the time the enterprises stop their operation in Vietnam, or the services 
have ceased to be provided in Vietnam. 
 
Under Decree 53, any enterprise that fails to comply with these data localization requirements must be 
dealt with in accordance with the law, depending on the nature and severity of the non-compliance in 
question. The Vietnamese government is also drafting a decree to address administrative violations, which 
would impose a monetary fine of up to 5% of violators’ revenue in Vietnam.  
 
Artificial Intelligence 
 
European Union - AI Act 
 

On Friday 16 September, the Presidency of the EU shared with 
delegations a new compromise text that was discussed in the meeting of 
the Telecom Working Party that took place on Thursday, 22 September. 
Delegations discussed the new text which focuses on the first 30 articles 
of the proposal. The new text aims towards addressing concerns 
regarding the categorisation of high-risk systems and related obligations 
imposed on AI providers. It covers the definition of AI, the scope of the 

regulation and banned AI applications.   
  
In the Parliament, in a meeting of the IMCO/LIBE shadows on 15th September, EP negotiators discussed 
Articles 41, 47 (standards, conformity assessment, certificates and registration), 53 and 54 (measures in 
support of innovation) of the proposal. They had not yet discussed neither the definition of AI systems, nor 
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the Annex III of the proposal. This week will be a “green week” for the European Parliament and no 
meetings will be held on the proposal. The next shadows meeting is pencilled in for next week.   
  
Regarding the timeline, the IMCO/LIBE Joint Committee is expected to hold the consideration of the 
compromise amendments on 26 October. In the Council, the General Approach is set to be agreed upon on 
6 December at the Telecom Council.   
 
Financial Services 
 
USA - CFPB Study details the rapid growth of “Buy Now, Pay Later” Lending 
 
On September 15th, the Consumer Financial Protection Bureau (CFPB) 
published a report offering key insights on the Buy Now, Pay Later industry. The 
report, Buy Now, Pay Later: Market trends and consumer impacts, finds that 
industry grew rapidly during the pandemic, but borrowers may receive uneven 
disclosures and protections. The five firms surveyed in the report originated 
180 million loans totaling over $24 billion in 2021, a near tenfold increase from 
2019. 
 
“Buy Now, Pay Later is a rapidly growing type of loan that serves as a close substitute for credit cards,” said 
CFPB Director Rohit Chopra. “We will be working to ensure that borrowers have similar protections, 
regardless of whether they use a credit card or a Buy Now, Pay Later loan.”  
 
Buy Now, Pay Later is a form of interest-free credit that allows a consumer to fully purchase a product, and 
then pay back the loan over four installments, with the first installment typically being a down payment on 
the purchase. Most Buy Now, Pay Later loans range from $50 to $1,000, and are subject to late fees if a 
borrower misses a payment.  
 
Buy Now, Pay Later rose to prominence in the past decade as an alternative form of credit for online retail 
purchases. The lending option has gained traction with consumers who seek the flexibility of being able to 
pay for goods and services over time, but who may have been leery of other credit products.  
Once a niche financial offering that was heavily concentrated in apparel and beauty, Buy Now, Pay Later has 
now branched out to industries as disparate as travel, pet care, and even groceries and gas. Apparel and 
beauty merchants, who had combined to account for 80.1% of originations in 2019, only accounted for 
58.6% of originations in 2021.  
 
Other highlights of Buy Now, Pay Later loan usage include: 
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 Loan approval rates are rising: 73% of applicants were approved for credit in 2021, up from 69% in 2020.  
 Late fees are becoming more common: 10.5% of unique users were charged at least one late fee in 

2021, up from 7.8% in 2020. 
 More purchases are ending in returns: 13.7% of individual loans in 2021 had at least some portion of the 

order that was returned, up from 12.2% in 2020. 
 Lenders’ profit margins are shrinking: Margins in 2021 were 1.01% of the total amount of loan 

originated, down from 1.27% in 2020. 
 
The marketing of Buy Now, Pay Later loans can make them appear to be a zero-risk credit option, but 
today’s report identified several areas of risk of consumer harm, including:  
 Inconsistent consumer protections: Borrowers seeking Buy Now, Pay Later credit may encounter 

products that do not offer protections that are standard elsewhere in the consumer financial 
marketplace. These include a lack of standardized cost-of-credit disclosures, minimal dispute resolution 
rights, a forced opt-in to autopay, and companies that assess multiple late fees on the same missed 
payment. 

 Data harvesting and monetization: Many Buy Now, Pay Later lenders are shifting their business models 
toward proprietary app usage, which allows them to build a valuable digital profile of each user’s 
shopping preferences and behavior. The practice of harvesting and monetizing consumer data across the 
payments and lending ecosystems may threaten consumers’ privacy, security, and autonomy. It also 
may lead to a consolidation of market power in the hands of a few large tech platforms who own the 
largest volume of consumer data, and reduce long-term innovation, choice, and price competition. 

 Debt accumulation and overextension: Buy Now, Pay Later is engineered to encourage consumers to 
purchase more and borrow more. As a result, borrowers can easily end up taking out several loans 
within a short time frame at multiple lenders or Buy Now, Pay Later debts may have effects on other 
debts. Because most Buy Now, Pay Later lenders do not currently furnish data to the major credit 
reporting companies, both Buy Now, Pay Later and other lenders are unaware of the borrower’s current 
liabilities when making a decision to originate new loans. 

 
Buy Now, Pay Later providers are subject to some federal and 
state oversight. The CFPB has enforcement authority over 
providers of credit, and it has authority to supervise any non-
depository covered persons, such as a Buy Now, Pay Later 
provider, in certain circumstances. Some states consider Buy Now, 
Pay Later to be consumer credit and require state licensing or 
registration, as well as compliance with state consumer credit 
laws, while other states do not require licensing or registration for 
Buy Now, Pay Later products with no interest or finance charges. 
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To address the discrete consumer harms, the CFPB will identify potential interpretive guidance or rules to 
issue with the goal of ensuring that Buy Now, Pay Later lenders adhere to many of the baseline protections 
that Congress has already established for credit cards. As part of this review, the agency will also ensure 
Buy Now, Pay Later lenders, just like credit card companies, are subjected to appropriate supervisory 
examinations. 
 
To address emerging risk issues with data harvesting, the CFPB will identify the data surveillance practices 
that Buy Now, Pay Later lenders should seek to avoid. 
 
To reduce the risk of borrower overextension, the CFPB will continue to address how the industry can 
develop appropriate and accurate credit reporting practices. The agency will also take steps to ensure the 
methodology used by the CFPB and the rest of the Federal Reserve System to estimate household debt 
burden is rigorous. 
 
The report comes after the Bureau announced a market monitoring inquiry in December 2021 to gain more 
insight into the industry. In January 2022, the CFPB submitted a public notice and request for comments 
from the public on their experiences dealing with Buy Now, Pay Later loans. The data and insights in the 
report are based on feedback from that request, along with deidentified submissions in the public CFPB 
complaint database and publicly available financial filings and other source material from the five firms who 
received the Bureau’s market monitoring orders.  
Read the report by clicking the following: Buy Now, Pay Later: Market trends and consumer impacts. 
 

--------------------------------------------- 
More information on the latest regulatory developments from across the globe is available on the BIIA 

website in the Regulatory section                                       
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