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Happy New Year to all our 

readers. 

Welcome to the 68th monthly newsletter 
designed to keep BIIA members 

informed of the significant 
developments on the policy dossiers 

being worked on in geographical territories that members operate in. 
 
BIIA would like to thank its fellow industry association, ACCIS, for allowing us to re-use certain information 
that they have published on regulatory developments within Europe.  
                                                                                                                                  
INTRODUCTION 
 
The start of any New Year is usually a time to reflect on the last year and think about what lies ahead for 
the coming one. So we thought we would use the start of this first regulatory newsletter of 2023 to share 
with our readers what the team at BIIA believe will be the big ‘movers and shakers’ in the regulatory space 
for our industry.  
 
Our first prediction is that this year will see a significant shift to regulators driving the business agenda 
rather than as has been the case in the past them trying to catch up. Up coming regulation of the use of AI 
and on meeting ESG standards will be the new drivers replacing ‘GDPR’. Privacy regulation will still continue 
to be implemented and developed globally and will continue to provide challenges to the availability and 
access to information.  The recent challenge on the grounds of fundamental human rights to the 
availablility of Ultimate Beneficial Ownership data through the Europe Court of Justice that we reported in 
the last newsletter is a case in point.  
 
Our second prediction which is connected to the first is that the information needed by organisations to 
carry out their business will grow significantly and will need to be captured from new sources driven by the 
requirements of the ESG standards that are being implemented by governments in a growing number of 
countries. There is no doubt ESG is going to change the data landscape. For those in our industry agile 
enough to response it will provide a great opportunity.  
 
As you read on you will see that this newsletter reports on a number of developments that tie into these 
predictions.  Moving forward into the New Year we will be further exploring these predictions and their 
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impact through webinars and through the Regulatory Forum. Keep an eye out for the announcements of 
the dates for these events which will be issued shortly.  
 
With the shift to regulation driving the ‘change agenda’ Its going to be a busy year for the industry and we 
at BIIA will be making sure we keep members up to date on what going on and more importantly the 
direction of travel.  
 
We are keen to ensure that we cover as many relevant regulatory developments as we can in this 
newsletter so if you have any items you feel would be worth incorporating please do get in contact with 
Neil Munroe, Managing Director and Editor of the Regulatory Newsletter by email @ munroen@biia.com.  

 
Credit Reporting 

Consumer Financial Protection Bureau (CFPB) Reports on Consumer Reporting Complaints and Responses 
 

On 3rd January, the Consumer Financial Protection Bureau (CFPB) released its 
annual report detailing what it characterized as “improvements and 
deficiencies” in the nationwide consumer reporting agencies’ (NCRAs) 
responses to complaints. The Fair Credit Reporting Act (FCRA) requires the 
CFPB to submit this annual report to Congress. While in last year’s report, the 
CFPB said that it had concluded that, in most instances, the NCRAs did not 

satisfy their FCRA obligations to review certain complaints and to report outcomes to the CFPB, this year’s 
report acknowledges that the NCRAs’ complaint responses have improved significantly. 
 
The data used by the CFPB in its report came from two primary sources. First, complaint data collected 
during the consumer complaint process. From October 2021 to September 2022, the CFPB received nearly 
one million complaints. Of these, the CFPB sent 488,000 to the NCRAs, of which about 65% were covered 
complaints, i.e., complaints about incomplete or inaccurate information where a consumer appears to have 
previously disputed the information with the NCRA. Notably, while consumer reporting complaint volume 
had increased substantially over the past three years, this year the increase appears to have largely leveled 
off. The second category of data used in the report was collected from a set of focus groups and interviews 
conducted by the CFPB with 44 renters from low-to-medium income households to understand their 
experiences with credit reports and scores. 
 
Among other findings from the report, the CFPB found: 
 The NCRAs’ complaint responses have improved significantly. 

o In 2020 and 2021, the CFPB found most complaints received one of two response types: 
 A response indicating the NCRA was referring the complaint to its dispute channel; or 

mailto:biiainfoasia@gmail.com
http://www.biia.com/
mailto:munroen@biia.com
https://files.consumerfinance.gov/f/documents/cfpb_fcra-611-e_report_2023-01.pdf


 
 

Regulatory Monthly Newsletter 

3 
Copyright © BIIA 2023 - For Member Internal Use Only –  

To Request Permission to Publish Contact:  Neil Munroe at munroen@biia.com  

Business Information Industry Association Asia Pacific – Middle East Ltd. 

Suite 4114 Hong Kong Plaza, 188 Connaught Road West, Hong Kong   Telephone: +852 2525 6120; Fax: +852 2525 6171;   E-mail: 

biiainfoasia@gmail.com; Home Page: www.biia.com 

 
 

 A response indicating the NCRA would not respond to the complaint because it suspected third-
party involvement. 

o Recent complaint data show that the use of both response types has declined substantially in recent 
months. Most complaints now receive substantive responses. 

 The NCRAs are providing more tailored responses. 
o The CFPB’s process allows companies up to 60 calendar days to provide a final response to the CFPB 

and the consumer. By late 2020, the NCRAs closed most complaints in just a few days, shorter than 
the CFPB considered feasible for a full investigation. This trend has since reversed. In August 2022, 
nearly 64% of complaints took 30  days or more to receive a response. 

o The written responses provided by the NCRAs to consumers and 
the CFPB have also improved. Most responses now describe the 
outcomes of consumers’ complaints, even when the NCRAs report 
that relief was not provided. 

 The NCRAs are reporting greater rates of relief in response to 
complaints. 

o In 2021, the NCRAs reported providing relief in response to less than 2% of complaints. That trend 
has reversed with one NCRA reporting providing relief in response to nearly half of complaints. 

 
The CFPB report concluded with the following recommendations for NCRAs moving forward: 
 NCRAs should assess whether their efforts to automate processes shifts burden to consumers. 

o When companies consider introducing automated mechanisms into processes that affect consumers, 
particularly those that relate to a legal right, they should consider what burden they are creating, if 
any, for consumers. 

o For example, according to the CFPB, NCRAs have sought to evade the obligation to investigate 
disputes by requiring consumers to submit particular items of information or documentation with a 
dispute before the entity will conduct its investigation. 

 NCRAs should consider how current processes will need to evolve in light of new technologies. 
o The use of technology, such as automation, is not exclusive to companies. Consumers also 

increasingly use technology to eliminate or reduce the time spent on burdensome tasks. To the 
extent that NCRAs have optimized systems based on a certain view of human 
behavior, as new technology emerges, they will need to reevaluate their 
systems. 
o One example is third-party screens that block complaints because of their 
similarity to other complaint narratives. The NCRAs assert that text similarity 
is an indicator of third-party activity, but it is becoming increasingly difficult 
to discern whether a human or a machine is the author of a text. 
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 Policymakers and market participants should consider how best to give consumers control over their 
data.  
o According to the CFPB, the landscape is shifting and pointing towards a world where consumers have 

more cont rol over their data. Policymakers and market participants can shape the future of 
collecting, using, and sharing consumers’ data in a manner that navigates successfully from 
surveillance to participation. 

Click on the highlighted text to access the annual report. 
 
Business Information 

European Union – Commission Implementing Regulation on publication and reuse of high value datasets 
 
The Implementing Regulation listing the High-Value Data Sets that public sector bodies will have to make 
availab  le for re-use, free of charge, within 16 months was published in the Official Journal on 20th 
January.  
 
Data on companies and company ownership are among the data to be 
made available, in particular datasets containing basic company 
information and company documents and accounts at individual 
company level. The datasets will be available in machine-readable 
format, via an Application Programming Interface and, where relevant, 
as bulk download. Click on the highlighted text to access the 
regulation. 
 
Privacy 

Global - International Data Privacy Day (28th January 2023) 
 
28 January 2023 was Data Protection Day (or Data Privacy Day outside of Europe), which marks the 
anniversary of the Council of Europe’s Convention 108.The following are some of the key data protection 
and privacy developments and trends across the globe, and future legislative changes, predictions, and 
enforcement priorities that are likelt to happen in 2023.  
 
International data transfers continue to be a significant area of focus, particularly from an EU perspective. 
The practical implications of the Schrems II judgment are still being felt by organisations and grappled with 
by data protection authorities, and related developments are on the horizon with the recently published 
draft adequacy decision for the EU-US Data Privacy Framework (see next article) 
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2023 is likely to see a further move towards data localisation and 
regional practices.  In the fall out from Schrems II, organisations 
wishing to avoid the time, effort and cost of due diligence on transfers 
or implementing supplementary measures, may well continue to self-
select vendors based on hosting location to keep data in 
country/region rather than navigate the regulatory challenges now 
associated with international data transfers.  

 
There are emerging trends in enforcement action from EU data protection authorities shining a light on 
issues such as transparency and privacy notice information, as well as the legal basis for processing 
personal data, particularly in the context of online behavioural advertising. 
 
Outside of the EU, there is a proliferation of new privacy laws and amendments to existing privacy laws to 
follow. These range from new laws (or amendments to existing laws) which have now come into force, laws 
or amendments that are expected to come into force this year, as well as discussions or proposals for 
future reforms. In particular, there are developments to be aware of in Australia, Japan, Taiwan, Vietnam, 
India, Qatar, UAE, Saudi Arabia, Türkiye, Canada, Argentina, Vietnam, Switzerland, several US states and the 
UK. Almost half of these are G20 economies so we except such changes will be important given the 
inextricable link between information driven trade ecosystems. 
 
Children’s personal data continues to be high up on the agenda across the globe. In the UK, this is reflected 
in the ICO’s Age Appropriate Design Code, and in the US, with the California Age-Appropriate Design Code 
Act. For more information on these developments and trends click here.  
 
European Union - Commission Publishes Draft Adequacy Decision for EU-US Data Transfers 

On 13th December 2022, the European Commission published its draft 
adequacy decision for the EU-US Data Privacy Framework. The draft 
decision aims to address the concerns raised by the Court of Justice of 
the European Union ("CJEU") in its Schrems II decision in July 2020. 
Publication of the draft adequacy decision follows the signature of US 
Executive Order 14086 by President Biden on 7 October 2022, along 
with a US Regulation establishing a two-layer redress mechanism which 
includes a new Data Protection Review Court.  
If adopted by the European Commission, the adequacy decision will allow European data exporters to 
transfer personal data freely to US certified organisations, without the need to put in place a data transfer 
tool under Article 46 of the GDPR (such as the Standard Contractual Clauses) or to carry out and document 
a transfer impact assessment. The final adequacy decision is not expected before Spring 2023. 
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 The draft adequacy decision reflects the assessment by the European Commission of the US legal 
framework and concludes that the US ensures an adequate level of protection for personal data transferred 
from the EU to US certified companies. US companies will be able to join the EU-US Data Privacy 
Framework by committing to comply with a detailed set of privacy obligations, including the requirement to 
delete personal data when it is no longer necessary for the purpose of its collection, and to ensure 
continuity of protection when personal data is shared with third parties.  
 
EU citizens will be able to benefit from several redress avenues if their personal data is handled in violation 
of the Framework, including independent dispute resolution mechanisms and an arbitration panel. In 
addition, the US legal framework provides for a number of limitations and safeguards regarding access to 
data by US public authorities, in particular for criminal law enforcement and national security purposes. 
This includes the new rules introduced by the US Executive Order 14086. 
 
The draft adequacy decision has now been sent to the European Data 
Protection Board (EDPB) for its non-binding opinion. Following this, the 
European Commission will seek approval from a committee composed of 
representatives of the EU Member States.  
 
The functioning of the EU-U.S. Data Privacy Framework will be subject to 
periodic reviews, which will be carried out by the European Commission, 
together with European Data Protection Authorities, and the competent 
US authorities. The first review will take place within one year after the entry into force of the adequacy 
decision. 
The European Commission's press release is available here, and the Q&As here. Click on the highlighted 
text to access the draft adequacy decision. 
 
OECD and European Union - Declaration on Government Access to Personal Data 
 
On 14th December, 2022, the members of the Organization for Economic Co-operation and Development 
(“OECD”) (which includes various EU Member States, Mexico, Turkey, the UK and the United States) and the  
EU, adopted the Declaration on Government Access to Personal Data held by Private Sector 
Entities (“Declaration”). 
 
The aim of the Declaration is to establish a common set of privacy principles and safeguards to increase 
trust, and further promote cross-border data flows between the signatory countries.  
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The principles enshrined in the Declaration will be implemented according to each country’s legal 
framework. The Declaration establishes the following shared principles, drawn from existing laws, on 
government access to personal data held by private entities: 
 
 Legal basis. The legal basis for government access to privately held personal data is set out by each 

country’s legal framework. This legal framework sets out purposes, conditions, limitations and 
safeguards concerning government access, so that individuals have sufficient guarantees against the risk 
of misuse and abuse of their data. 

 Legitimate aims. Government access must be carried out in a manner that is not excessive in relation to 
its legitimate  aims and must comply with the principles of necessity, proportionality, and 
reasonableness. 

 Approvals. The legal frameworks establish prior approval requirements, 
specifying the procedure for seeking and granting approval to government 
access. These requirements are commensurate with the degree of 
interference with privacy and other human rights and freedoms. Stricter 
requirements are imposed for instances of serious interference or 
emergency exceptions, which the legal frameworks strictly define. 

 Data Handling. Personal data obtained through government access can only be processed by authorized 
officials. To achieve this, governments must implement physical, technical and administrative measures 
to safeguard personal data, which includes processing personal data with a valid legal basis. In addition, 
personal data must be retained only for as long as prescribed under the legal framework, taking into 
account the purpose of processing and the sensitivity of the data. 

 Transparency. The legal framework regulating government access must be accessible to the public and 
each country must put in place appropriate transparency mechanisms on government access to personal 
data, such as enabling the appropriate oversight bodies to report on government compliance. 

 Oversight. There must be effective and impartial oversight of government access to personal data, in 
compliance with the necessary legal requirements. Counties’ oversight bodies include, among others, 
internal compliance, the judiciary, parliamentary committees and independent administrative 
authorities. The independence and the functions of these oversight bodies are laid out in accordance 
with the countries’ legal framework. 

 Redress. Individuals are entitled to effective redress, where a violation has occurred. The redress 
mechanisms might contain limitations in terms of the right to be informed, taking into account national 
security rules. Appropriate remedies may include the deletion of personal data, terminating unlawful 
processing and providing compensation for damages. 
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In reaction to the Declaration, European Commissioner for 
Justice,  Didier Reynders stated that the above-mentioned 
commitments do not preclude the requirement for governments 
to adopt bilateral agreements to the transfer of data to another 
country. Nonetheless, the OECD framework could assist 
companies to prove that they are transferring data to a country 
that offers a heightened standard of protection of personal data. 
In this context, while the European Commission’s final adequacy decision on the EU-U.S. Data Privacy 
Framework is currently in the pipeline (see our previous article), the Declaration could be of particular 
importance in assessing the level of protection afforded to personal data transferred outside of the EU to 
one of the OECD countries, such as the U.S. Click on the highlighted text to access the declaration.  
 
USA - Colorado Attorney General Releases New Draft Regulations Implementing The Colorado Privacy Act 

On December 21, 2022, the Colorado Attorney General (“AG”) issued its latest set of draft regulations for 
the Colorado Privacy Act, which takes effect on July 1, 2023. The draft regulations revise an earlier set 
published on October 10, 2022. The most notable changes include: 
 
 Consent. Unlike the earlier draft regulations which offered little detail on refreshing consumer consent, the 
latest draft regulations provide some clarity. A controller must refresh consent when the consumer has not 
interacted with the controller in the prior twelve months and (1) the controller is processing sensitive data; 
or (2) the controller is processing personal data for a secondary use that “involves profiling for a decision” 
(discussed further below). However, controllers are not required to refresh consent where a consumer has 
access and is able to update opt-out preferences “at any time through a user controlled interface.” 
 

Profiling. The most recent draft regulations address profiling for 
specific activities, adding some detail to a previously vague area. 
Controllers must allow consumers the right to opt out of profiling 
which leads to the “furtherance of a decision that results in the 
provision or denial of financial or lending services, housing, 
insurance, education enrollment or opportunity, criminal justice, 
employment opportunities, health-care services, or access to 
essential goods or services.” 

 
Duties of Controllers. In the latest version of the draft regulations, controllers are no longer required to 
include information specific to each processing purpose. Rather, information must be “linked in a way that  
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gives consumers a meaningful understanding of how their personal data will be used when they provide 
that personal data to the controller for a specified purpose.” Additionally, the draft regulations provide 
more detailed requirements for safeguarding personal data, listing various factors that controllers must 
consider, such as “applicable industry standards and frameworks” and “the sensitivity and amount of 
personal data.” 
 
 Consumer Personal Data Rights. The draft regulations revise the existing personal data rights by adding 
more details. Among other changes, the right of access will require controllers to provide consumers with 
all “specific pieces of personal data” including “final profiling decisions, inferences, derivative data, and 
other personal data created by the controller which is linked or reasonably linkable to an identified or 
identifiable individual.” For the right to correction, the draft regulations address the potential compliance 
issues resulting from personal data stored on backup systems. 
 
Universal Opt-Out Mechanism. Consumers continue to have a 
clear right to opt out of the processing of personal data. 
However, companies should note that the new regulations 
move up the date for establishing a public list of universal opt-
out mechanisms from April 1, 2024 to January 1, 2024. The 
Colorado Department of Law will allow controllers six months 
to recognize any added universal opt-out mechanisms to the 
public list. 
 
Data Protection Assessments. The latest draft significantly revises the requirements for what controllers 
must include in data protection assessments, simplifying the process for companies. For example, instead 
of including the specific purpose for processing personal data, controllers are instead required to provide a 
short summary of processing activity. 
 
Definitions. The draft regulations revised several previously proposed definitions, while adding new defined 
terms. For example, the definition for “biometric identifiers” now includes “characteristics that can be 
processed for the purpose of uniquely identifying an individual.” Additionally, the Colorado AG updated the 
list of definitions by adding new defined terms, such as “employee,” “employer,” and “employment 
records.” 
 
A public rulemaking hearing on the proposed regulations is due to take place on February 1, 2023. Click on 
the highlighted text to access the draft regulations.  
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ESG 
 
ESG Regulation Monthly Round –Up 
 
With the high level of interest in ESG we thought readers might be 
interested in this summary of ESG regulation in Europe, UK and the rest 
of the world.  
Also a useful summary of the expected trends in ESG can be found here 
 
European Union – New Corporate Sustainability Reporting Directive (CSRD) 
 
The Corporate Sustainability Reporting Directive (CSRD),  adopted in early December, was announced as 
part of the European Green Deal and updates the provisions of the existing Non-Financial Reporting 
Directive (NFRD) which applied to large EU-listed companies, banks and insurance companies. 
 
Compared to the NFRD, the CSRD extends the scope of the reporting obligation to more companies; 
requires the audit (assurance) of reported information; introduces more detailed reporting requirements, 
which must be reported according to mandatory EU sustainability reporting standards; and amends the 
format for the reported information. 
 

The CSRD is the third pillar in the EU's sustainability reporting 
framework. The second pillar is the EU Taxonomy Regulation, which 
created a classification system of environmentally sustainable 
economic activities. The Sustainable Finance Disclosure Regulation 
(SFDR), the first pillar, introduced a sustainability labelling regime 
to improve transparency in the market for sustainable investment 
products, to prevent greenwashing and to increase transparency 
around claims made by financial market participants.  

 
The CSRD has European Economic Area (EEA) relevance, meaning that it applies to all relevant companies 
established in the European Union, Iceland, Liechtenstein and Norway. Non-EU companies generating a net 
turnover of more than €150 million, and having a subsidiary or a branch in the EU generating more than 
€40 million net turnover, also fall within the scope of the CSRD. 
 
The new sustainability reporting rules will apply to all large companies and to all companies listed on 
regulated markets, except listed micro undertakings. These companies are also responsible for assessing 
the information applicable to their subsidiaries. 
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Germany – The Supply Chain Due Diligence Act comes into force 
 
The Supply Chain Due Diligence Act was passed by the German Federal Parliament on 11 June 2021, after 
lengthy negotiations with the German Federal Council and came into force on 1 January 2023, it is known as 
Lieferkettensorgfaltspflichtengesetz in German, or more commonly as the LkSG. 
 
The Act requires companies to adapt and update their compliance, purchasing and contract processes on 
human rights and environmental matters, including establishing a reporting mechanism – called 
“complaints procedure” – open to relevant stakeholders. 
 
The move by the German government is supported by the 
European Union’s adoption of a proposal for a Directive on 
corporate sustainability due diligence (see previous article). The 
LkSG compels businesses operating in Germany to improve their 
global supply chain compliance with human rights and material 
standards of environmental protection by placing due diligence 
obligations on those responsible for activities that fall within its 
scope. 
 
With whistleblowing in mind, the act requires organisations to extend their whistleblowing processes into 
their global supply chain, if the organisation or any of its significant subsidiaries operates within Germany 
and falls within the scope of the act. 
 
From 1 January 2023, the Act applied to any company or organisation with a headcount of over 3,000 
employees working in Germany, and has a head office, administrative seat or statutory seat in the country, 
or any company or organisation with a branch in the country and usually employs over 3,000 people. From 
1 January 2024, it will apply to companies with over 1,000 employees working in Germany.  
 
Legal experts have highlighted that whilst companies or organisations with fewer employees are not 
directly affected by the LkSG, they might still be affected indirectly due to such companies being obliged to 
enforce best efforts to improve due diligence within their supply chain.  
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The LkSG gives far-reaching powers of intervention to the authorities. 
For the LkSG, the competent authority is the Federal Office for 
Economic Affairs and Export Control (BAFA).  
 
BAFA can, at the request of an affected person or because of its own 
initiative, impose remedial measures on the business or organisation 
concerned to ensure compliance. It has wide-ranging powers over 
information and access and must be supported to enforce the 
remedial actions. 
 
BAFA also has the mandate to actively conduct audits, including information requests and on-site audits, of 
companies in scope of the LkSG. If BAFA considers compliance measures non-existing or inadequate, BAFA 
can impose hefty administrative fines on the company, as well as on individuals in charge. 
 
Penalties can be sweeping and heavy depending on the gravity and nature of the violation. Fines for a lack 
of due diligence can be up to €8 million for companies, and up to €800k for individuals. Companies with an 
average turnover of more than €400 million might be fined up to 2% of their average annual global 
turnover. Organisations might also be excluded from significant public tenders for up to three years. 
 
Artificial Intelligence 
 
European Union – Fundamental Rights Agency report on use of AI 
 

The European Union Agency for Fundamental Rights (FRA) - the 
independent centre of reference and excellence for promoting and 
protecting human rights in the EU - published a report in December that 
looks at the use of artificial intelligence in predictive policing and 
offensive speech detection. It demonstrates how bias in algorithms 
appears, can amplify over time and affe  ct people’s lives, potentially 
leading to discrimination. It corroborates the need for more 
comprehensive and thorough assessments of algorithms in terms of bias 
before such algorithms are used for decision-making that can have an 

impact on people. 
 
It says that feedback loops i.e. when predictions made by a system influence the data used to update the 
same system can lead to bias and illustrates this by referring to how a credit risk model can only learn about 
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future outcomes of credit repayment from those applicants who were granted credit and hence were 
considered low risk. Click on the highlighted text to access the report. 
European Union - Confederation of European Data Protection Organisations (CEDPO) opinion on the 
potential impact of the EU’s proposed Artificial Intelligence 
 
In December, the Confederation of European Data Protection Organisations (CEDPO) published an opinion 
on the potential impact of the EU’s proposed Artificial Intelligence Act on the role of the data protection 
officer.  
 
In the opinion paper, the CEDPO expresses concerns about the 
numerous legislative initiatives that the EU is enacting under the 
umbrella of its Data Strategy, and, specifically, how these new 
laws will inter-face with the role and responsibilities of the data 
protection officer, a role which already has a busy and 
demanding brief under the tenets of the GDPR. Click on the 
highlighted text to access a copy of the opinion.  
 
Digital 
 
European Union – Digital Operational Resilience Act (DORA) 
 

As previously reported in an earlier newsletter the EU's Digital 
Operational Resilience Act (DORA) will come into force in 2025. The 
period up to then will see the European Supervisory Authorities (ESAs) - 
including the European Banking Authority (EBA) - further define the 
needed regulatory technical standards and make DORA requirements 
more concrete.  

 
The EBA has published this month a letter and request for advice from the European Commission on the 
designation criteria and fees for DORA oversight framework. The call for advice solicits ESA input on the 
specific details needed to shape up the designation criteria for critical ICT third-party service providers 
(CTPPs), as well as the elements required in the specification of the amount of the fees, as well as the 

manner and methods in which such fees are to be paid. The ESAs must submit their recommendations to 
the EC by September 30, 2023. Click on the highlughted text to access the correspondence from the EBA. 

--------------------------------------------- 
More information on the latest regulatory developments from across the globe is available on the BIIA 

website in the Regulatory section      
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